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#9!'!2$:;'$!</=/$/9',/:(!>%!*%$4!:(!'!>:*$)!:?!<:((%<,/=/,4!<@'*'<,%*/9%)!;4!9:</'$!A%)/'!
'()!B(/=%*9'$!A:;/$%!<:AAB(/<',/:(!/(!'!>'4!/(<:(<%/=';$%!76!4%'*9!'2:C!D(!#?*/<'!,@%!
B9%!:?!A:;/$%!E@:(%9!,:!A'0%!E'4A%(,9!/9!'!(%>!<B**%(<4F!9',%$$/,%9!A'E!,@%!,%**'/(G!
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E*:=/)/(2!<:AAB(/<',/:(!('=/2',/:(!'()!/(,%$$/2%(<%C!!!

H',/:(!9,',%9!B9%!)/2/,'$!A%)/'!'()!,%<@(:$:24!,:!A'(2%!,@%!')A/(/9,*',/:(!:?!
2:=%*(A%(,G!A'('2%A%(,!:?!<*/,/<'$!/(?*'9,*B<,B*%G!)%?%(<%G!?::)-E*:)B<,/:(!'()!
%(2'2%A%(,!>/,@!/()/=/)B'$C!3:9,!:?!B9!(%=%*!*%'$$4!B()%*9,'()!@:>!,@/9!<:((%<,/=/,4!
>:*09G!>/,@!>@:A!>%!'*%!<:AAB(/<',/(2!:*!,@%!9<'$%!:?!,@%!)/2/,'$!?::,E*/(,!,@',!>%!'*%!
<*%',/(2C!I%!):!(:,!9%%!'()!<'((:,!<:(<%E,B'$/9%!,@%!A%('<%!:?!<4;%*-',,'<09C!J@%!%<@:!
:?!<4;%*-'22*%99/:(!/9!A%'9B*%)!;4!,@%!;/$$/:(-):$$'*!)%?%(<%!;B9/(%99!2*:>(!'*:B()!/,C!

D(!,@%!%'*$4!7K,@!+%(,B*4G!,@%!;/*,@!:?!,@%!<:$:(/'$!%AE/*%9!<*%',%)!='9,!A%*<@'(,!'()!
('='$!9@/EE/(2!?$%%,9C!L*/=',%!<:AA%*</'$!9@/EE/(2!%&/9,%)!'$:(29/)%!,@%!>%'E:(9!:?!
/(,%*(',/:('$!%&E'(9/:(!'()!E:>%*C!J@%!9,',%M9!<:AA/,A%(,!>'9!,:!)%?%()!,@%!
<:AA%*</'$!'99%,9!:?!,@%!<:B(,*/%9!,@%4!<:$:(/9%)!'()!,:!A'/(,'/(!/(,%*(',/:('$!,*')%!
'$:(2!,@%!9@/EE/(2!*:B,%9!/(!'!9/A/$'*!>'4!,@',!>%!0%%E!,@%!)/2/,'$!<:AAB(/<',/:(!
<@'((%$9!:E%(!'()!'<<%99/;$%C!J@%!<:(9%NB%(<%!:?!(:,!):/(2!9:!/(!'!>:*$)!*%$/'(,!:(!
<:((%<,/=/,4!/9!,@%!#*A'2%)):(!>%!?%'*C!
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$/A/,9!,@%!9<:E%!?:*!EB*9B/(2!$%2/,/A',%!$%2'$!<:B(,%*!A%'9B*%9C!!!

OB*,@%*A:*%!,@%!)/9,/(<,/:(!;%,>%%(!,@%!$%2'$!*/2@,9!:?!,@%!9,',%!'()!,@%!*/2@,9!:?!,@%!
/()/=/)B'$9!,:!*%9E:()!,:!<4;%*-'22*%99/:(!@'9!4%,!,:!;%!)%?/(%)!AB<@!$%99!,%9,%)!/(!
(',/:('$!:*!/(,%*(',/:('$!<:B*,9C!

J@%!D(,%*(%,!<'**/%9!A:*%!='$B';$%!<:AAB(/<',/:(G!/(<$B)/(2!)','!'()!E'4A%(,9!
/(?:*A',/:(!,@'(!>'9!%=%*!<'**/%)!;4!,@%!9@/E9!,@',!?%)!,@%!/()B9,*/'$!*%=:$B,/:(C!J@%!
<4;%*-@/2@>'4!'()!,@%!<:(,*:$!:?!/(?*'9,*B<,B*%!9:</'$!A%)/'!;/()!%$%A%(,9!:?!9:</%,4!
,:2%,@%*!'()!@'=%!9/AB$,'(%:B9$4!*%A:=%)!,@%!<:(,*:$!:?!<:AAB(/<',/:(!?*:A!
2:=%*(A%(,C!!

J@%!PB)'E%9,!+:(=%(,/:(!%9,';$/9@%)!'!<:AA:(!$%2'$!?*'A%>:*0!?:*!,@%!<*/A/('$/9',/:(!
Q>/,@/(!RB*:E%!S?:*!,@%!A/9B9%!:?!<:AEB,%*9!)/=/)%)!/(,:F!T','!/(,%*?%*%(<%G!.49,%A!
/(,%*?%*%(<%G!A/9B9%!:?!)%=/<%9G!<:AEB,%*-*%$',%)!:??%(<%9F!<:AEB,%*-*%$',%)!?:*2%*4G!
<:AEB,%*-*%$',%)!?*'B)G!<:(,%(,-*%$',%)!:??%(<%9!

7 The Internet as a weapon. 

O*%%!'<<%99!,:!,@%!)/2/,'$!<:()B/,!/9!'!,::$!?:*!E*:9E%*/,4!'()!9:</'$!<:@%9/:(!'()!/9!(:>!
;%/(2!<:(9/)%*%)!'9!'!?B()'A%(,'$!*/2@,C!!J@%!9'A%!)/2/,'$!@/2@>'4!/9!'$9:!<'E';$%!:?!
;%/(2!,@%!<:()B/,!?:*!A'$/<%G!<*/A/('$/,4!'()!'22*%99/:(!;%,>%%(!9:=%*%/2(!9,',%9C!D(!,@%!
>*:(2!@'()9!,@%!<:((%<,/=/,4!;%,>%%(!)/=%*9%!)',';'9%9!'()!<:(,*:$!949,%A9!@'9!,@%!
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;%/(2!,@%!,::$9!:?!*%E*%99/:(C!

J@%!=/*'$!2*:>,@!:?!<:((%<,/=/,4!(:>!?'</$/,',%9!,@%!'22*%2',/:(!'()!'('$49/9!:?!
B(9,*B<,B*%)!)','!'()!/(?:*A',/:(!,:!'!)%2*%%!(%=%*!E*%=/:B9$4!)*%'A,!:?C!+:A;/(/(2!
AB$,/E$%!9:B*<%9!:?!/(?:*A',/:(!?'</$/,',%9!'!=%*4!)%,'/$%)!E*:?/$%!:?!,@%!'<,/:(!:?!9,',%9G!
,@%!%??%<,!:?!>%',@%*G!A:=%A%(,!:?!E:EB$',/:(9!'()!,@%!/AE'<,!:?!2:=%*(A%(,!'<,/:(G!
E%*?:*A'(<%!:?!?/('(</'$!A'*0%,G!'9!>%$$!'9!/()/=/)B'$M9!)'/$4!*:B,/(%9G!%'*(/(2G!9E%()/(2!
Q'()!@%(<%!<B$,B*'$!E*%?%*%(<%9SG!'()!'99:</',/:(9F!,@%!$/9,!/9!%()$%99!'()!<:((%<,/=/,4!/9!
?'</$/,',/(2!=/*'$!2*:>,@C!#9!>%!):!(:,!4%,!B()%*9,'()!,@%!,*B%!$/A/,9!:?!,@/9!<:((%<,/=/,4!
:*!/(?:*A',/:(!/,!A/2@,!)/9<$:9%G!/,9!/9!/AE:99/;$%!,:!9'4!>@%,@%*!E*:=/)/(2!B(/=%*9'$!
'<<%99!=/'!,@%!(%B*'$!E',@>'49!:?!,@%!/(,%*(%,!/9!'!A%<@'(/9A!?:*!2::)!:*!B$,/A',%$4!'()!
/(9,*BA%(,!:?!,4*'((4C!

I@',!9,'*,%)!:B,!'9!'!<:AAB(/<',/:(!E*:,:<:$!(:>!?'</$/,',%9!,@%!*%A:,%!/(,%2*',/:(!:?!
9',%$$/,%!*')'*G!<:AA'()!'()!<:(,*:$!949,%A9G!A'('2%9!,'&G!9:</'$!9%<B*/,4G!@%'$,@!
,*'(9E:*,!'()!%=%(!?::)!'()!?B%$!)/9,*/;B,/:(U!J@%!*%A:,%!A'('2%A%(,!:?!,@%!
/(9,*BA%(,9!:?!>'*!/9!VB9,!:(%!'9E%<,!:?!)/2/,'$!<:AAB(/<',/:(9!'()!4%,!'<<:*)/(2!,:!,@%!
W(/,%)!.,',%9!H',/:('$!.%<B*/,4!X??/<%F!

…..a significant cyber attack will occur and that it will have lasting implications.  

J:!>@',!%&,%(,!/9!,@%!E:,%(,/'$!A/9B9%!:?!,@%!D(,%*(%,!9B;V%<,!,:!,@%!9'(<,/:(!:?!EB;$/<!:*!
E*/=',%!/(,%*(',/:('$!$'>U!!D?!,@%!)/2/,'$!@/2@>'4!>%*%!,:!;%!B9%)!'9!'!<:()B/,!?:*!'<,9!:?!
'22*%99/:(!>@',!,*%',/%9G!<@'*,%*9!:*!$'>9!<:B$)!;%!/(=:0%)!,:!$%2/,/A/9%!)%?%(9/=%!
A%'9B*%9!:*!,:!VB9,/?4!'!<:B(,%*',,'<0U!.%A'(,%<G!/(!/,9!5678!#((B'$!*%E:*,!E*%)/<,9!,@%!
/(<*%'9%!:?!9,',%!9E:(9:*%)!<4;%*-',,'<09C!!

J@%!E*:9%<B,/:(!:?!TT:.!'()!<:AEB,%*!>:*A!',,'<09!E:9%9!9%*/:B9!<@'$$%(2%9!,:!A:9,!
(',/:('$!<*/A/('$!$'>!949,%A9C!!J@%9%!',,'<09!):!(:,!/(=:$=%!'(4!E@49/<'$!/AE'<,!:(!
<:AEB,%*!949,%A9C!#E'*,!?*:A!,@%!;'9/<!(%%)!,:!<*/A/('$/9%!>%;-;'9%)!',,'<095G!,@%!
NB%9,/:(!:?!>@%,@%*!,@%!E*%=%(,/:(!'()!E*:9%<B,/:(!:?!',,'<09!'2'/(9,!<*/,/<'$!
/(?*'9,*B<,B*%!(%%)9!9%E'*',%!9BE*'(',/:('$!$%2/9$',/=%!<:(,/(B%9!,:!;%!,@%!9B;V%<,!:?!
)%;',%G!'9!):%9!,@%!(%%)!?:*!'!9E%</?/<!%&,%(9/:(!,:!,@%!WH!+@'*,%*!,:!'99/A/$',%!,@%!
9'(<,/:(9!?:*!<4;%*->'*?'*%!>/,@!,@:9%!?:*!E@49/<'$!'22*%99/:(C!

J@%!*/2@,9!:?!'!9:=%*%/2(!9,',%9!,:!)%?%()!,@%A9%$=%9!'2'/(9,!'22*%99/:(!'()!,:!,'0%!
<:B(,%*-A%'9B*%9!/9!$%2/,/A/9%)!;4!/(,%*(',/:('$!<:(=%(,/:(9!'()!,*%',/%9G!)%=%$:E%)!'9!
*%9B$,!:?!,@%!>:*$)!>'*9C!J@%!W(/,%)!H',/:(9!+@'*,%*!E*:9<*/;%9!>@%(!:(%!9,',%!A'4!B9%!
?:*<%!'2'/(9,!'(:,@%*C!J@%!%=:$=/(2!NB%9,/:(!/9!@:>%=%*!,@%!%&,%(,!,:!>@/<@!E*/=',%!
;B9/(%99%9!<'(!$'>?B$$4!%&%<B,%!E:9/,/=%!<:B(,%*-A%'9B*%9!'2'/(9,!,@%!:*/2/(',:*9!:?!
<4;%*!',,'<09!;'9%)!/(!,@%!,%**/,:*4!:?!'!?:*%/2(!9:=%*%/2(!9,',%C!

Over the last two decades, the Internet and more broadly cyberspace has had a 
tremendous impact on all parts of society. Our daily life, fundamental rights, 
social interactions and economies depend on information and communication 
technology working seamlessly. An open and free cyberspace has promoted 
political and social inclusion worldwide; it has broken down barriers between 
countries, communities and citizens, allowing interaction and sharing of 
information and ideas across the globe; it has provided a forum for freedom of 
expression and exercise of fundamental rights, and empowered people in their 
quest for democratic and more just societies - most strikingly during the Arab 
Spring 1 

D(!,@%!>*:(2!@'()9!,@%!<:A;/(',/:(!:?!Y;/2!)','Z!'()!,@%!<:((%<,/=/,4!:?!,@%!)/2/,'$!
(%,>:*0!/9!'$9:!,@%!2*%',%9,!E:99/;$%!,::$!?:*!@BA'(/,'*/'(!2::)!:*!,@%!>:*9,!>%'E:(!:?!
,:,'$/,'*/'(!E:>%*!,@%!>:*$)!@'9!%=%*!?'<%)C!!
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+:(?/)%(<%!/(!,@%!$%2/,/A'<4!'()!;%(/2(!B(/=%*9'$/,4!:?!)/2/,'$!<:((%<,/=/,4!/9!
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J@/9!949,%A!/9!B()%*!',,'<0G!'()!'$$!:?!,@:9%!<:((%<,%)!,:!/,!'*%!',!*/90C!J@%!<:AEB,%*!
>:*A!.]^!.$'AA%*!>'9!%9,/A',%)!,:!@'=%!/(?%<,%)!K6!E%*!<%(,!:?!=B$(%*';$%!<:AEB,%*!
949,%A9!>/,@/(!,@%!?/*9,!76!A/(B,%9!:?!/,9!)/9,*/;B,/:(C3!

J@%!?/('(</'$!)'A'2%!<'B9%)!;4!=/*B9!',,'<09!/(!5666!>'9!%9,/A',%)!,:!'A:B(,!,:!9:A%!
7_!;/$$/:(!W.TC!D(!5668!/,!>'9!9,/$$!A:*%!,@'(!75!;/$$/:(!W.TC\!

By early 2013, Semantec predicted an increase in State-sponsored Cyber Attacks; 
“The last few years have seen increasingly sophisticated and widespread use of 
cyber attacks. In peacetime, they provide plausible deniability; in wartime, they 
could be an essential tool.  

Cyber attacks will continue to be an outlet where tensions between countries are 
played out. Moreover, in addition to state-sponsored attacks, non-state 
sponsored attacks, including attacks by nationalist activists against those whom 
they perceive to be acting against their country’s interest, will continue.  

Security companies and businesses need to be prepared for blowback and 
collateral damage from these attacks and, as ever, they need to make strenuous 
efforts to protect themselves against targeted attacks of all kinds.” 

Sophisticated Attack Techniques Trickle Down 
“Know-how used for industrial espionage or cyber-warfare will be reverse-
engineered by criminal hackers for commercial gain. For example, other 
malware authors will exploit the zero-day exploits used by the Elderwood Gang. 
Similarly the “open-sourcing” of malware toolkits such as Zeus (also known as 
Zbot), perhaps in an effort to throw law enforcement off the trail of the original 
authors, will make it easier for authors to create new malware”. 

Websites Will Become More Dangerous 
Drive-by infections from websites will become even more common and even 
harder to block without advanced security software. Criminals will increasingly 
attack websites, using malvertising and website attack kits, as a means of 
infecting users. Software vendors will come under pressure to increase their 
efforts in fixing vulnerabilities promptly. Users and companies that employ 
them will need to be more proactive about maintaining their privacy and 
security in this new social media world. 

Social Media Will Be a Major Security Battleground 
Social media websites already combine elements of an operating system, a 
communications platform, and an advertising network. As they go mobile and 
add payment mechanisms, they will attract even more attention from online 
criminals with malware, phishing, spam, and scams. Traditional spam, 
phishing, and malware will hold steady or decline somewhat; however, social 
media attacks will grow enormously. As new social media tools emerge and 
become popular, criminals will target them. Further, we think that the 
intersection of smartphones and social media will become an important security 
battleground as criminals target teenagers, young adults, and other people who 
may be less guarded about their personal data and insufficiently security-
minded to protect their devices and avoid scams. 

Attacks Against Cloud Providers Will Increase 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!! !!!!!!!!!!!!!!!!!!!!!
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So far, the very big data breaches have occurred in businesses that collect a lot 
of personal data, such as healthcare providers, online retailers or games 
companies. In 2013 we expect to see a variety of attacks against cloud software 
providers. 

Increasingly Vicious Malware 
Malware has advanced from being predominantly about data theft and botnets 
(although both are still very common) through fake antivirus scams to increased 
ransom-ware attacks in 2012. We expect to see these attacks become harder to 
undo, more aggressive, and more professional over time. Once criminals see 
that they can get a high conversion rate from this kind of extortion, we may see 
other manifestations, such as malware that threatens to and then actually 
deletes the contents of your hard disk. This was the case of the Shamoon attacks 
that occurred in August and erased data from the infected computer. 
Essentially, if it is possible, someone will try it; if it is profitable, many people 
will do it. 

J@%!*/2@,!,:!*%,'$/',%F!
WASHINGTON — With President Obama preparing for a first meeting with 
China’s new president, a commission led by two former senior officials in his 
administration will recommend a series of steps that could significantly raise 
the cost to China of the theft of American industrial secrets. If milder 
measures failed, the commission said, “the United States should 
consider giving companies the right to retaliate against cyber-
attackers with counter-strikes of their own.5” 

 “China is two-thirds of the intellectual property theft problem, and we are at a 
point where it is robbing us of innovation to bolster their own industry, at a cost 
of millions of jobs,” Mr. Huntsman said, with a bluntness that would have been 
forbidden when he served in Beijing. “We need some realistic policy options that 
create a real cost for this activity because the Chinese leadership is sensitive to 
those costs.” 

“If counterattacks against hackers were legal, there are many techniques that 
companies could employ that would cause severe damage to the capability” of 
the Chinese or other groups committing computerized theft, the report said. But 
it added a qualifier: “while properly empowered law enforcement authorities 
are mobilized.” Many in the administration have opposed such ideas, 
fearing that they could lead to a cycle of escalation between the 
United States and other nations that could easily spin out of control. 

5 Moving towards Armageddon. 

D?!,@%!9<'$%!:?!<4;%*-',,'<09!$'B(<@%)!?*:A!*:2B%!9,',%9!'()!,%**/,:*/%9!>@%*%!,@%!
9:=%*%/2(!2:=%*(A%(,!<:():(%!',,'<09G!',!>@',!E:/(,!):%9!,@%!=/<,/A!9,',%!;%<:A%!
%(,/,$%)!,:!$'B(<@!<:B(,%*!:??%(9/=%!:E%*',/:(9C!

D(!566K!'!2*:BE!:?!/(,%*(',/:('$!%&E%*,9!A%,!,:!<:(9/)%*!,@%!%&,%(,!,:!>@/<@!%&/9,/(2!
EB;$/<!/(,%*(',/:('$!$'>!'EE$/%)!,:!<4;%*->'*?'*%G!'()!/()%%)!>@',!<:(9,/,B,%)!<4;%*-
>'*?'*%G!>@',!*%9B$,%)!>'9!,@%!J'$$/((!3'(B'$C!

J@%!A'(B'$!9:B2@,!,:!)/9,/$!'!(BA;%*!:?!Y*B$%9Z!?*:A!,@%!%&/9,/(2!/(,%*(',/:('$!$'>9!'9!
,@%4!<:B$)!;%!'EE$/%)!,:!,@%!*/2@,9!:?!9:=%*%/2(!9,',%9!,:!*%9E:()!,:!'<,9!:?!<4;%*-
'22*%99/:(!;4!9,',%9C!
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Nothing in the present Charter shall impair the inherent right of individual or 
collective self-defence if an armed attack occurs against a Member of the United 
Nations, until the Security Council has taken measures necessary to maintain 
international peace and security. Measures taken by Members in the exercise of 
this right of self-defence shall be immediately reported to the Security Council 
and shall not in any way affect the authority and responsibility of the Security 
Council under the present Charter to take at any time such action as it deems 
necessary in order to maintain or restore international peace and security.  
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<:(9,/,B,%!'!(%>!E'*')/2A!/(!/(,%*(',/:('$!<:(?$/<,G!'9!,:!>@',!A'4!<:(9,/,B,%!'!YVB9,!
>'*Z!/(!+4;%*9E'<%C!

A1,$57$'#001;$
….political leaders are the ones who inaugurate wars, setting their armed forces 
in motion, they are to be held accountable to jus ad bellum principles. If they fail 
in that responsibility, then they commit war crimes. In the language of the 
Nuremberg prosecutors, aggressive leaders who launch unjust wars commit 
“crimes against peace.” What constitutes a just or unjust resort to armed force is 
disclosed to us by the rules of jus ad bellum. Just war theory contends that, for 
any resort to war to be justified, a political community, or state, must fulfill each 
and every one of the following six requirements: 

1. Just cause. A state may launch a war only for the right reason. The just 
causes most frequently mentioned include: self-defence from external attack; the 
defence of others from such; the protection of innocents from brutal, aggressive 
regimes; and punishment for a grievous wrongdoing, which remains 
uncorrected.6 

2. Right intention. A state must intend to fight the war only for the sake of its 
just cause. Having the right reason for launching a war is not enough: the 
actual motivation behind the resort to war must also be morally appropriate. 
Ulterior motives, such as a power or land grab, or irrational motives, such as 
revenge or ethnic hatred, are ruled out. The only right intention allowed is to see 
the just cause for resorting to war secured and consolidated. If another intention 
crowds in, moral corruption sets in. International law does not include this rule, 
probably because of the evidentiary difficulties involved in determining a state's 
intent. 

3. Proper authority and public declaration. A state may go to war only if 
the decision has been made by the appropriate authorities, according to the 
proper process, and made public, notably to its own citizens and to the enemy 
state(s). The “appropriate authority” is usually specified in that country's 
constitution. States failing the requirements of minimal justice lack the 
legitimacy to go to war. 

4. Last Resort. A state may resort to war only if it has exhausted all plausible, 
peaceful alternatives to resolving the conflict in question, in particular 
diplomatic negotiation. One wants to make sure something as momentous and 
serious as war is declared only when it seems the last practical and reasonable 
shot at effectively resisting aggression. 

5. Probability of Success. A state may not resort to war if it can foresee that 
doing so will have no measurable impact on the situation. The aim here is to 
block mass violence, which is going to be futile. International law does not 
include this requirement, as it is seen as biased against small, weaker states. 

6. Proportionality. A state must, prior to initiating a war, weigh the 
universal goods expected to result from it, such as securing the just cause, 
against the universal evils expected to result, notably casualties. Only if the 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!! !!!!!!!!!!!!!!!!!!!!!
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benefits are proportional to, or “worth”, the costs may the war action proceed. 
(The universal must be stressed, since often in war states only tally their own 
expected benefits and costs, radically discounting those accruing to the enemy 
and to any innocent third parties.) 

8 What constitutes an “armed attack”. 
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2.4 All Members, in order to ensure to all of them the rights and benefits 
resulting from membership, shall fulfill in good faith the obligations assumed by 
them in accordance with the present All Members shall refrain in their 
international relations from the threat or use of force against the territorial 
integrity or political independence of any state, or in any other manner 
inconsistent with the Purposes of the United Nations. 
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Para 191. As regards certain particular aspects of the principle in question, it 
will be necessary to distinguish the gravest forms of the use of force (those 
constituting an armed attack) from other less grave forms. In determining the 
legal rule which applies to these latter forms, the Court can again draw on the 
formulations contained in the Declaration on Principles of International Law 
concerning Friendly Relations and Co-operation among States in accordance 
with the Charter of the United Nations (General Assembly resolution 2625 
(XXV), referred to above). As already observed, the adoption by States of this 
text affords an indication of their opinio juris as to customary international law 
on the question. Alongside certain descriptions which may refer to aggression, 
this text includes others which refer only to less grave forms of the use of force. 
In particular, according to this resolution: 

'Every State has the duty to refrain from the threat or use of force to violate the 
existing international boundaries of another State or as a means of solving 
international disputes, including territorial disputes and problems concerning 
frontiers of States. 

States have a duty to refrain from acts of reprisal involving the use of force. 

Every State has the duty to refrain from any forcible action which deprives 
peoples referred to in the elaboration of the principle of equal rights and self-
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determination of that right to self-determination and freedom and 
independence. 

Every State has the duty to refrain from organizing or encouraging the 
organization of irregular forces or armed bands, including mercenaries, for 
incursion into the territory of another State. 

Every State has the duty to refrain from organizing, instigating, assisting or 
participating in acts of civil strife or terrorist acts in another State or 
acquiescing in organized activities within its territory directed towards the 
commission of such acts, when the acts referred to in the present paragraph 
involve a threat or use of force.' 
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Let me be clear, this defend-the-nation team is not a defensive team; this 
is an offensive team that the Department of Defense would use to defend the 
nation if it were attacked in cyberspace," he said during the testimony. 

Citing “destructive” cyber attacks on the Saudi Aramco oil company last 
summer, during which 30,000 company computers were damaged, Alexander 
said experts believe the threat of attack will grow, and “there’s a lot that we need 
to do to prepare for this 

X(!7_,@!3'4!5678!,@%!X;'A'!')A/(/9,*',/:(!)%<$'*%)F!
China's government must take action to stop the "unprecedented" wave of 
Chinese cyber-attacks against the US, President Barack Obama's most senior 
security aide said on Monday 

He urged Chinese officials to show "recognition of the urgency and scope of this 
problem and the risk it poses – to international trade, to the reputation of 
Chinese industry and to our overall relations". 
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\ The International Court and a new UN Convention or Protocol. 
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“In-order to establish Criminal offences in Cyberspace provisions must be 
enacted with as much clarity and specificity as possible and not rely on the 
vague interpretations of existing laws. When cybercrime laws are adopted 
perpetrators will be convicted for their explicit acts not by existing provisions 
stretched in the interpretations, or by provisions enacted for other purposes 
covering only incidental peripheral acts. 
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