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We live in a world full of information
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It is essential that this information is sent accurately

Humans: Language. Can be prone to error



Invention of writing and printing

Cuneiform
tablet

Printing

press 15t
Century




Modern communication
IS mostly done using
electronic means
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Signals and information

Information is conveyed by a signal from a transmitter
to a receiver through a channel

Alice

9 Channel

The channel typically distorts the signal

Can we still recover the information?

Bob



http://images.google.co.uk/imgres?imgurl=http://www.boeing.com/defense-space/space/bss/factsheets/702/xmsatradio/xmsatradio_hirez.jpeg&imgrefurl=http://www.boeing.com/defense-space/space/bss/factsheets/702/xmsatradio/xmradio.html&h=2661&w=2128&sz=448&hl=en&start=8&um=1&usg=__KzRjSWEMtFqUZfM2EB-1NVztHZs=&tbnid=BRocmzP8y67g0M:&tbnh=150&tbnw=120&prev=/images?q=satellite&um=1&hl=en&rlz=1T4ADBF_en-GBGB241GB272&sa=X

Signhal may be conveyed over many paths, all of which

Introduce noise and distortion

u(t) 1

v(t)

Alice

Bob
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Analogue vs. Digital Communication

Analogue: Used in speech, records and early TV/Radio.

Information is transmitted as a continuous range of values
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Digital Communication

Digital: Used in computers, TV, Radio, Mobile phones, shirt
sizes, genetics

Information is transmitted in discrete amounts



All modern technology uses digitally stored information




Digital information is transmitted and stored as a
series of pulses or bits




Much less susceptible to distortion

Rise Time
Typically Less Than 1uSec

Logic 1 +
5
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Typical Signal Distortion

But errors can still occur! A bit can change from a 1 to a 0 with
a probability p



Claude Shannon: Father of information theory

C.E. Shannon, A mathematical theory of communication, Bell System
Tech J., 27, (1948), 379-423.



“The fundamental problem of communication is that of
reproducing at one point, either exactly or approximately, a
message selected at another point."

Q. How much information can be conveyed over a noisy
channel?

Shannon’s theorem expressed the maximum information
rate at which reliable error free communication is possible
using a carefully designed code over a noisy channel.
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Its impact has been crucial to the success of the Voyager
missions to deep space, the invention of the compact
disc, the feasibility of mobile phones, the development of
the Internet, the study of linguistics and of human
perception, the understanding of black holes, and
numerous other fields. Wikipedia




How is digital communication done in practice?

0000
0001
0010
0011
0100
0101
0110
0111

Binary numbers: Leibnitz 1703
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1000
1001
1010
1011
1100
1101
1110
1111
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9
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15

Now used widely for computations and to convey information



George Boole 1854: Boolean algebra

Shannon 1937: Digital communication using
relays
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Digital binary adder




How does a monster count to 307



http://images.google.co.uk/imgres?imgurl=http://blog.syracuse.com/shelflife/monsters.jpg&imgrefurl=http://blog.syracuse.com/shelflife/womens_history_month/&h=512&w=512&sz=55&hl=en&start=32&um=1&usg=__WJI64dI4kHn72WSQFgxw4NZKAGw=&tbnid=bvIAOgMmB4FrbM:&tbnh=131&tbnw=131&prev=/images?q=frankenstein+hands&start=20&ndsp=20&um=1&hl=en&rlz=1T4ADBF_en-GBGB241GB272&sa=N

ASCII Code: Character to Binary

1] 0011 0000 a! 0100 1111 m 0110 1101
1 poll 0001 P 0101 0000 n 0110 1110
2 poil 0010 Q oLpl oool =) 0110 1111
3 poll 0011 R 0101 0olo P 0111 Qo000
4 D01l 0100 g 0101 o011 g 0111 0001
5 001l 0l01 T 0Liol 0100 r 0111 0010
g ggi1l 0110 U 0101 0101 = 011l 0011
7 o1l 0111 v 0101 0110 t 0111 olgo
g 001l 1000 W 0101 0111 u 0111 0101
8 0011 1001 X 0101 1000 s 0111 o01ilo0
-1 0100 0001 Y 0101 1001 w 0111 o111l
B 0100 0010 z 0101 1010 x 0111 1000
C 0100 0011 a 0110 000l ¥ 0111 1001
D 0100 0100 b 0110 0010 z 01il 1010
E 0100 0lo1 a 0110 o011l . 0010 1110
F 0100 0110 d 0110 0100 . 0ol0 o111
G 0100 0111 e 0110 010l : 0011 1010
H 0100 1000 £ 0110 0110 7 0011 1011
I 0100 1001 g 0110 o111 ? 0011 1111
J 0100 1010 h 0110 1000 ! 0010 0001
K 0Lo0 1011 I 0110 1001 ' ool0 1100
L D100 1100 3 0110 1010 n 0ol0 0010
M 0100 1101 k 0L10 1011 { oo1io 1000
N 0100 1110 1 0110 1100 b golo 1001

space 0010 0000
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Need to check messages to see if errors have occurred

Various checking methods were used by early scribes



0 0O0O0O
1 0011
2 0101
3 0110 Check/Parity digit
4 1 001
5 1010
6 1100
7 1111
If all correct there are an: even number of 1s

If one mistake there Is an: odd number of 1s
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Luhn algorithm : used on credit cards and bar codes

Starting from the right of the credit card number, the digits are
alternatively doubled. All of the digits are then added up, and

the credit card number passes If the resulting sum Is divisible
oy 10. This process checks both the digits and also the order
of the digits In the credit card



Suppose that you detect an error?

A problem has been detected and Windows has been shut down to prevent damage
to your computer.

The problem seems to be caused by the following file: kbdhid.sys

MANUALLY _INITIATED_CRASH

If this is the first time you've seen this stop error screen,
restart your computer. If this screen appears again, follow
these steps:

Check to make sure any new hardware or software is properly installed.
If this is a new installation, ask your hardware or software manufacturer
for any Windows updates you might need.

If problems continue, disable or remove any newly installed hardware
or software. Disable BIOS memory options such as caching or shadowing.
If you need to use safe mode to remove or disable components, restart
your computer, press F8 to select Advanced Startup Options, and then
select Safe Mode.

Technical Information:

%% STOP: 0x000000e2 (0x00000000, 0x00000000, 0x00000000, 0x00000000)

1. Stop Blue Screen of Death!!



2. Repeat the message

Automatic Repeat Request (ARQ)

Widely used on the Internet
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And in Bar Codes:



3. Correct the error

Error Correction: The science of sending a message in such a
way that it can be decoded even if there is a lot of noise

Example Telegraphy is more reliable than Telephony!

ldea:

Convert letters into Morse code

Make the codes as different from each other as possible
so that the letters can be distinguished






IDEA In a general message make the code symbols for
the characters as different as possible so that they can
be distinguished even if they are corrupted by noise.
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Error correction does automatically what we do when we
read Morse



Hamming Distance measures how
different two binary code symbols are

............

Hamming distance: number of
differences of 1s and Os

Hamming 1947

110110 Original
111110 Hamming distance of 1

101110 Hamming distance of 2



Simple code example

O 000000
001 110
010 011
011 101
100 101
101 011
110 110
111 000

/N

Original Binary Check digits

~N~ O o b~ W DN P



000 000
001 110

010 011

011 101 A_II are a Hamming
distance of 3 or more

100 101 apart
101 011
110 110
111 000

~N~ oo o~ W N P O

Receive 001101

Know there is a one bit error.  Which was the original?



Code Received Hamming Distance

0 000 000 001 101 3
1 001110 001 101 2
2 010011 001 101 3
3 011101 001 101 1
4 100 101 001 101 2
5 101011 001 101 3
6 110 110 001 101 S
/ 111 000 001 101 4

Closest symbol is 3. So correct received symbol to 3
With error in the second digit.



Things to consider when constructing an error
correcting code

1. Must get through the noise
2. Must allow rapid transmission

3. Must be easy to find errors and decode

Evariste Galois




Examples of Error correcting codes.

e Reed-Solomon code 1960 Polynomial over finite fields

o Hamming (7,4) code 1950: Uses three parity digits




Original message
Transmitted code
Linear code
Received message

Error digit given by

x = (d1,d2,d3,d4)

y = (pl,p2,d1,p3,d2,d3,d4)

y=GX
Z
d=Hz

0
1

0 1 0 0
0
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1 0 1
0 1 1
0 0 0

0 1 0 1
o o0 1 119.
1 1 1 1
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Examples of use of the Reed-Solomon Code




Data Compression

For example

Instead of sending this message which
has lots of vowels in it which we don 't
really need

W cn snd ths mssg nstd whch ds nt hv
ny vwis t |l

R vn ths n



Camera takes picture made up of PIXELS

8 BITS per pixel ..... 256 range of intensity

3 000 000 Pixels per Picture

Total 3M Byte per picture One bite



JPEG (Joint Photographic Experts Group) compresses
the picture by ignoring high frequencies beyond the visual
range.

Achieved by using the Discrete Cosine Transform



Genetics: Nature’s digital code

A huge amount of information has to be passed from one
generation to the next for an organism to function

Mendel Studied the inheritance of 8000 pea plants



Observed a discrete pattern of inheritance with a
strong mathematical structure

——. parent generation

all self-pallination I | | |

in 2 generatinn\‘ | f1

| | |
3:1 ratio 2

T e

3.1 ratio 3:1 ratio




Deduced that this was due to dominant/recessive
alleles defining inherited characteristics

- GG parent generation

[ 1 1
G YG YGE YGE f1 generation

= yellow allele

5 = green allele

G Y5 GG  f2generation

T N .

1 1 1 T 1
G Y56 GG G Y6 GG GG GG GG GG



Franklin, Watson and Crick: Identified the mechanism
via the structure of the DNA molecule

gD

DNA Pranklin, Crick 8 Widpom



A gene itself is a sequence of the DNA or RNA molecules
which gives the code for a molecule such as a protein

A chromosome is a long strand of DNA containing many
genes.

A human chromosome can have up to 500 million base

pairs of DNA with thousands of genes.

The sequence of genes is called the geneotype of the
iIndividual

The transmission of genes to that individuals offspring is
the basis of the inheritance of its phenotypical traits



DNA

C G AU elements in RNA

Cytosine Cytosine .

AN
—Nucleobases

Guanineo .

Nucleus Chromosome o

H

Adenine

HN

Base pair

Adenine El

HaN

al al
i )
LH N/ Lu N/

Thymine .
ya o L
helix of ‘
sugar-phosphates 0

Nucleobases
of DNA

Uracil

Huge mathematical
regularity!

Nucleobases
of RNA

RNA DNA
Ribonucleic acid Deoxyribonucleic acid



A gene codes information for amino acids through a sequence
of codons

Codons are made up of combinations of 3 units of AC G U

These codons then code 20 Amino acids

ANA LAt 80y vgopnunal

Base GCUACGGAGCUUCGGAGCUAG

Codon Cnd::m 1 Cndnn 2 Cndﬂn 3 Eﬂdnn 4 Endnn 5 Emd[}n b C:::rdun 7

Aminoacid  Alanine Threonine Glutamate Leucine Arginine Serine  Stop



Inheritance comes from one generation passing on its
genes to the next

The codons play a very similar role in this to the digital
codes we considered earlier

] 1 0 0 1 1 0 0 0 1 1

Eg. ACG or ACU are discrete codes

4*4*4 = 64 Different codes 20 Amino acids

So have a degree of error correction



Very effective process
1/100 000 chance of error

Most errors are bad or neutral

But some are good,
and lead to evolution

So it’s good that nature’s
error correction is not quite perfect
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