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UK Emergency Services

2017: ~37M calls per year

Around 25% of Police calls were emergencies
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Digital crime and justice systems



What is digital policing?

Public report Public report
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verdict

Ephemera Null cases Case dropped Aquittals



NPCC Digital Policing Portfolio
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Digital First






External users

The end-users of criminal

justice services, and

those who act in their

support

Activities

The activities that
deliver criminal
justices services

Internalusers

The types of people
who carry out criminal

o Citizen

A member of the public
Wants to be and feel safe, and
see justice done

Protection

Protecting the public,
vulnerable people, and
high-risk targets from
potential crimes and
antisocial behaviour

justice activities, and are

granted some authority
or powers within the

system

Prevention

Planning, education,
disruption and other activity
to reduce levels of crime and
antisocial behaviour, and to
keep people away from crime

Possible crime
and antisocial
behaviour

o Police officer

Keeps the peace, protects people
and property, prevents, detects and
investigates crime and antisocial
behaviour

Wants to keep people safe and
enforce the law

©

o

Victim

Has had a crime committed against them
or suffered from antisocial behaviour
Wants to get restitution, be protected in
future, and see the offender punished

Witness

Has seen a possible crime or antisocial
behaviour incident, or has information

about one

Wants to report the incident, tellwhat

they know, and know the outcome

Reporting
Taking reports of
possible crimes and
antisocial behaviour

Uncovering

Using inspection,
technology, intelligence
and data to proactively
discover crime and
antisocial behaviour

e Family or friend

Knows a victim or witness
Wants to support their relative or
friend

Recording

Collecting and publishing

crime and antisocial
behaviour data

Response

Police and other
agencies’ initial response
to possible crimes and
antisocial behaviour

e Agency officer

Prevents, detects and investigates
crimes and antisocial behaviour
Wants to enforce the law

©
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ﬁ Non-government organisations Local Partnerships

Detection and investigation Prosecuting bodies (60+)

Prosecution Trials

— HM Courts and Tribunals Service
— Courts and Tribunals Judiciary
—Jury Central Summoning Bureau
- Magistrates Court

Witness and Victim Services

ﬁ Enforcement and Probation

Q00O

— National Offender Management Service - Youth Court

— Public prisons — Crown Court

— National Probation Service — Court of Appeal
— Private prisons - High Court

— Community Rehabilitation Companies — Legal Aid Agency

- Parole Board
- Youth Justice Board
- Youth Offending Teams

- MAPPA (Multi-Agency Public Protection
Arranaement<)



“I'he more you look at this map, ... the more you
realise that the criminal justice system isn't a system at
all. ...

Of course it was never designed to work this way, but
that's because it was never actually designed. The
system we have today 1s the result of years of accretion,
ad-hoc process on top of ad-hoc process, letter by
letter, form by form. It needs a good dose of proper
service design thinking.”

Mapping new ideas for the digital justice system
Posted by: Mike Bracken, Posted on: 18 August 2015 - Categories: Government as a Platform



https://gds.blog.gov.uk/author/mike-bracken/
https://gds.blog.gov.uk/category/government-as-a-platform/
https://gds.blog.gov.uk/2015/08/18/mapping-new-ideas-for-the-digital-justice-system-2/

Digital intelligence and investigation



Cyber investigation

* Not restricted to cyber crime
* Massively increasing in volume

BBC Murder 24/7; Series 1, Episode 1, "The Manhunt”


https://www.bbc.co.uk/programmes/p084m120




Crime is inhomogeneous

“A treatise on man and the development of his faculties,”

M A Quetelet, English translation ,1842, in French 1835
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Crime risk assessment
tools

e Harm Assessment Risk Tool (HART)
— Durham Constabulary

* Based on decision tree algorithms
developed on Philadephia crime
data

* Probation seekers categorised into
high, medium and low risk

Overall accuracy, two years later,
around 60%.

Classifying Adult Probationers by Forecasting Future Offending,
Geoffrey C. Barnes and Jordan M. Hyatt, March 2012, Final Technical
Report, Grant 2008-1)-CX-0024.

119,988 New Probation Case Starts, 2002-2007

100%

Age at first adult <2505 > 25.95*
violence offense o ’

X 4
38.9% 61.1%

Years since most Z9.92 > 002 Age at first <2883 >28.83"\

recent serious offense adult offense
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Prior admissions N> 1.5

to county prison P "
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20.2%
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start of probation [N
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recent serious offense
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Prior days incarcerated <845 >845
in country prison ‘ YN < -

0.0050%

Current age at start of <1943, \(10.43<x£20.78
probation (repeated) ‘ :

X
0.0025% 0.0025%
Moderate Risk High Risk

* including offenders with no prior record within the indicated offense category




Decision aids

* Heavily criticised for biases
« USA critiques tend to focus on ethnicity
« UK on poverty

 Many biases are difficult to spot (HART used Experian Mosaic data)

» Critics are vocal but rarely enumerate the accuracy of the legacy
systems



Luddite warning

* Failure to compare automatic systems to human benchmark
» Accusation of biases that are culturally charged
* Scrutiny of systems that are out-of-date



Detecting suspicious
behaviour

Boiman, O., Irani, M. Detecting Irregularities in Images and in
Video. Int | Comput Vision 74, 17-31(2007).
https://doi.org/10.1007/s11263-006-0009-9







Digital Public Contact



Meanwhile in Dubai






Summing-up

* Much progress in digital intelligence and investigation

* A constant worry for ethicists and civil liberty specialists
 These worries are often not balanced properly against benefit

» Less progress in digital public contact
* Most UK forces are now on twitter!

* Progress on digital first will be limited until
» Countries simplify and rationalise their justice systems.



Coming-up

“The cashless society”
Tuesday 26t May 2020 at 18:00



