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Tetralogy of Fallot

In the normal circulation, blood passes through the lungs 
to collect oxygen (as described on page 6). In babies with 
Tetralogy of Fallot, the narrowing in the pulmonary valve 
and the thickened muscle below it mean that less blood 
can flow through to the lungs. This means that the level of 
oxygen in the blood is low. 

11Tetralogy of Fallot 

What is Tetralogy of Fallot? 

Tetralogy of Fallot is a serious heart abnormality. There are 
two main problems. (See the illustration on the next page.)

The pulmonary valve is narrow (pulmonary stenosis) and 
 the muscle below it is thickened. 

There is a large hole – called a ventricular septal defect 
 or VSD – between the two main pumping chambers of 
 the heart (the right and left ventricles).

The normal heart
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The Purpose of Prenatal Diagnosis
• to give the parents a chance to prepare; 

psychologically, socially, medically, financially 

• to facilitate timely treatment, medical or 
surgical 

• to give them choice re termination
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termination of pregnancy

1%99%185,331
total

abortion statistics, 

DH June 2014

307
cardiac

11%
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improving fetal ultrasound
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Diagnosis by genetics?
genotype

phenotype

what to do with  
so much 

 information?
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Fetal Circulation
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Hypoplastic Left Heart Syndrome

tiny left ventricle

tiny aortic valve
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Fetal Aortic Valvotomy

Freud LR, McElhinney DB, Marshall AC, et al. Fetal Aortic Valvoplasty for Evolving Hypoplastic Left Heart Syndrome.  Post natal outcomes in the first 100 patients. Circulation 2014;130:638-45
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Spina Bifida
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Image and Code Library

Machine 
Learning Knowledge Base

Decision Support
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Blalock-Taussig Modified B-T RV outflow tract patch

@ProfMJElliott martin.elliott@gosh.nhs.uk 



Trans-Venous  
Catheter Inserted Stent
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 Figure 3 Secondary structure of parts of the mitochondrial 12S rRNA showing the 
localizations and effects of the m.1555A>G, m.1494C>T and m.735A>G mutations 

 Bioscience Reports (2010) 30, 405-411 - Emna Mkaouar-Rebai, Nourhene Fendri-Kriaa and others. 

www.bioscirep.org

gentamicin



The era of 
personalised 
medicine....

Our plan:  
Determine genetic risk for ALL 

children at GOSH (and store the 
genome data)

the right treatment for 

the right patient at 

the right time
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What does 'Personalised Medicine' mean to you? 

5%5%
5%

5%

29%

52%

Iindividualised
Precision
Fundamental
Surveillance
Nothing
Private
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“I’ve always practiced  
personalised medicine;  

I know my patients, and they know me”
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1 medical article every 26 secs

I can’t read 5000 per day!
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Clearly then, there is a need for methods and
systems that can reliably and routinely identify
and connect the most informative, reliable and
useful information (not least biomarkers) gener-
ated by the research community. Efforts to better
structure scientific knowledge, for instance, by
means of nanopublications [5] or the Investigation
Study Assay (ISA) commons [6], could provide key
components of this solution. But the challenge is
magnified by the fact that the relevant information
is spread not only across research resources (e.g.
literature, patents, laboratory reports, market
data, medical reports and biobanks), but also in
realms with less professional rigour such as social
networks and patient communities (e.g. wikis,
blogs and other social media platforms). Progress
will therefore necessitate addressing cross-lan-
guage and cross-jargon barriers, as well as all the
traditional targets of interoperability such as stan-
dards for data syntax and semantics.

Beyond connecting and integrating research find-
ings, there lies the challenge of understanding this
information. Education is important here, and
indeed, it has been proposed that a lack of appro-
priate training explains the slow uptake of com-
panion diagnostics into clinical practice [7].
Tackling this will require robust guidelines on
how to use pharmacogenomic information and also
the provision accompanying pharmacokinetic,
metabolic and drug interaction knowledge derived
from the latest biomedical research. Thus, it is
arguable that researchers have a responsibility to
make their clinically relevant findings more

understandable to the healthcare sector, perhaps
in the form of user-friendly web portals or other
software [8, 9]. Electronic health record (EHR)
developers, computerized physician order entry
designers and clinical decision support system
(CDSS) creators and vendors likewise need to be
involved in delivering additional content for such
portals and in connecting such platforms to the
intended end users.

Considering all the above issues, as well as the key
challenges of data interpretation, some experts
concluded that the overall challenge is one of
‘knowledge engineering’ (KE), rather than simply
a need for better informatics, research or medical
practice. Hence, it may be difficult to make real
progress with biomedical researchers and clinical
practitioners alone; there is a need for a new group
of multidisciplinary engineers [10]. This goes back
to the tradition of KE for health, a field that
stemmed from artificial intelligence research in
the 1990s [11]. However, in contrast to previous KE
approaches that aimed to organize all the data to
reveal absolute knowledge (which is a flawed
concept, as illustrated above), there is a need for
a far more pragmatic approach – ‘KE 2.0’ – to
identify and make directly useful the very limited
set of data and knowledge items that are both
reliably proven and clinically actionable. The aim
would be to explicitly address the two core infor-
mation problems faced by clinicians: (i) having too
much existing and new data and (ii) not having
time or resources to discern reliably from uncertain
and erroneous information.

Knowledge engineering

Biology Chemistry Medicine

Integrated 
biomedical
knowledge

Assertions

Evidences

Assertions

Evidences

Assertions

Evidences

Fig. 1 Interdiscipline and intradiscipline knowledge ‘silos’ to be overcome. The ‘intradiscipline silos’ are the partitions
between the different evidences and between the assertions developed from the evidences and from earlier assertions.
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Other Solutions are Available



better care, lower cost, more knowledge
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2D 3D flow
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Courtesy: C Roobottom, Plymouth
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3D image of the atrium
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Vessels/ airways
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Vessels/Airways
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3D data for device planning
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How will a device function?
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scale  
understanding  

confidence
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we use these every day
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have been filed. Several research groups have demonstrated HME
processes as a viable method to prepare a wide range of accepted
pharmaceutical drug delivery systems, including granules, pellets,
transdermal patches, transmucosal films systems and implants
(Breitenbach, 2002; Crowley et al., 2007; Fonteyne et al., 2013). The
use of HME to produce drug-loaded printable filaments has been
shown to be feasible for plastics used for medical devices (Sandler
et al., 2014) but has not, to our knowledge, been demonstrated for
water soluble polymers suitable for fabricating oral dosage forms.

A further potential benefit of FDM 3DP, also currently
unexplored, is that the printer can be used to fabricate tablets
of any geometry. Pretended donut-shape polymer matrices were
evaluated to obtain zero-order drug release (Cheng et al., 1999;
Kim,1999), although the matrices were compacts with holes rather
than real torus. The theoretical shape of tablets to obtain a uniform
drug release rate from multi holed formulations was also noted but
not manufactured/evaluated (Cleave,1965). Other studies reported
the use of parabolic shapes to achieve a zero-order release from a
polymeric matrix (Bayomi, 1994), or differences in drug release
from triangular, cylindrical and half-spherical tablets of the same
formulation (Karasulu and Ertan, 2003). Siepmann et al. (2000)
developed a model to predict drug release from matrix tablets of
hydroxypropylmethylcellulose. They envisaged that since chang-
ing tablet shape can modify drug release rates, the optimal shape to
obtain a specific release profile could be calculated. 3DP would be
the only suitable method to manufacture tablets of such specific
shape with precision and ease, including more elaborate shapes
that would be impossible to create by powder compaction, e.g.
expandable systems (Klausner et al., 2003) or platforms for
improved gastrointestinal transit (Varum et al., 2013).

The aims of this work, then, were to (i) produce a filament
containing a model drug in a water soluble polymer (polyvinyl
alcohol, PVA) suitable for printing into pharmaceutical tablets and
(ii) to print tablets in a diverse range of geometries, many not
attainable by powder compaction, and to correlate geometric
parameters with dissolution behaviour.

2. Materials and methods

Polyvinyl alcohol (molecular formula (C2H4O)n) was purchased
as an extruded filament (1.75 mm diameter, print temperature
190–220 !C, batch No: 2013-10-18, Makerbot Inc., USA). Paraceta-
mol USP grade was obtained from (Sigma–Aldrich, UK). Salts for

preparing buffer dissolution media were purchased from VWR
International Ltd., Poole, UK.

2.1. Preparation of PVA filament loaded with drug

The commercial PVA filament (38 g) was cut into small pieces
("2 mm) using a Pharma 11 Varicut Pelletizer (Thermo Fisher
Scientific, UK) and mixed with paracetamol (2 g, 5% drug w/w) for
10 min in a Turbula1 T2F shaker–mixer (Glen Mills Inc., USA). The
mixture was extruded using a single-screw filament extruder,
FilaBot1 hot melt extruder (Filabot, USA) at 180 !C through a
1.75 mm diameter nozzle (screw speed 35 rpm). The extruded
filaments obtained were protected from light and kept in a vacuum
desiccator until printing. The drug-loading of the filaments was
determined by HPLC analysis.

2.2. Printing of paracetamol dosage forms

Tablets were fabricated with the drug-loaded filament using a
standard fused-deposition modelling 3D printer, MakerBot Rep-
licator 2X Desktop 3D printer (MakerBot Inc., USA). The templates
used to print the tablets were designed with AutoCAD 20141

(Autodesk Inc., USA) and exported as a stereolithography (.stl) file
into MakerWare v. 2.4.1 (MakerBot Inc., USA). The .stl format
encodes only the surface data of the object to be printed and
requires the thickness of the surface to be defined in order to print
the desired object. The printer settings were as follows: standard
resolution with the raft option deactivated and an extrusion
temperature of 180 !C, speed while extruding (90 mm/s), speed
while travelling (150 mm/s), number of shells (2) and layer height
(0.20 mm). The infill percentage was 100% in order to produce
tablets of high density. The selected 3D geometries were cube,
pyramid, cylinder, sphere and torus (Fig. 1). The sizes of the shapes
were varied using the scale function of the software to fabricate
tablets of constant surface area (275 mm2), surface area/volume
ratio (1:1) or weight (500 mg), Tables 1–3. In all cases, however, the
ratio of the length, width and height of each shape was kept
constant.

2.3. Scanning electron microscopy (SEM)

Surface and cross-section images of the filaments were taken
with an SEM (JSM-840A Scanning Microscope, JEOL GmbH, Eching,

Fig. 1. 3D representation of the 3D geometries printed (left to right; cube, pyramid, cylinder, sphere and torus).

Table 1
Physical parameters for tablets with similar surface areas.

Shape Surface area (mm2) Volume (mm3) SA/V ratio Weight (mg) Density (mg/mm3)

Cube 287.9 # 2.1 332.3 # 3.6 0.866 # 0.003 268.2 # 15.7 0.81 # 0.05
Pyramid 270.4 # 0.4 231.3 # 0.5 1.169 # 0.001 187.5 # 3.9 0.81 # 0.02
Cylinder 268.5 # 3.9 314.4 # 6.5 0.854 # 0.005 355.3 # 23.7 1.13 # 0.05
Sphere 280.8 # 1.4 442.3 # 3.2 0.634 # 0.002 505.3 # 36.0 1.14 # 0.08
Torus 266.8 # 1.0 266.4 # 1.9 1.002 # 0.004 276.0 # 19.6 1.04 # 0.08
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previously possible. FDM appears as versatile approach suitable for
manufacturing multiple drugs e.g. fluorescein (Goyanes et al.,
2014), aminosalicylates (Goyanes et al., 2015) and herein
paracetamol. As found in previous studies, 3D printed PVA tablets
were not friable and so easy to handle (Goyanes et al., 2014, 2015).

DSC and TGA analyses of the pure substances and extruded
filament were performed in order to understand how the drug was
incorporated in the polymer (Figs. 3–5). It is apparent that
paracetamol raw material melts around 168 !C (Fig. 3), indicative
of form I while PVA shows a glass transition around 135 !C and
melting between 175 and 200 !C (Fig. 4). Significant degradation of
PVA is seen above 260 !C, but the printhead temperature used
during tablet fabrication is 180 !C. The DSC data of the paraceta-
mol-loaded PVA filament shows no evidence of melting around
168 !C, indicating that the drug is molecularly dispersed within the
polymer matrix as a solid solution. A glass transition is seen in both
samples containing PVA, but the transition temperature remains
the same whether the drug is present or not, suggesting
paracetamol does not exert a plasticising effect. TGA data suggests
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Fig. 2. Images of the 3DP fabricated tablets at constant (A) surface area, (B) surface area/volume ratio and (C) mass (scale bar in cm).
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Fig. 3. DSC thermal trace for paracetamol raw material, showing melt of the stable
form I at 168 !C.
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A B S T R A C T

The aim of this work was to explore the feasibility of combining hot melt extrusion (HME) with 3D
printing (3DP) technology, with a view to producing different shaped tablets which would be otherwise
difficult to produce using traditional methods. A filament extruder was used to obtain approx. 4%
paracetamol loaded filaments of polyvinyl alcohol with characteristics suitable for use in fused-
deposition modelling 3DP. Five different tablet geometries were successfully 3D-printed—cube, pyramid,
cylinder, sphere and torus. The printing process did not affect the stability of the drug. Drug release from
the tablets was not dependent on the surface area but instead on surface area to volume ratio, indicating
the influence that geometrical shape has on drug release. An erosion-mediated process controlled drug
release. This work has demonstrated the potential of 3DP to manufacture tablet shapes of different
geometries, many of which would be challenging to manufacture by powder compaction.

ã 2015 Elsevier B.V. All rights reserved.

1. Introduction

The future of medicine design and manufacture is likely to
move away from mass production of tablets/capsules of limited
dose range towards extemporaneous fabrication of unit dosage
forms of any dose, personalised to the patient. The factors driving
this change include the development of low dose drugs with
narrow therapeutic indices (for instance immunosuppressants
and/or blood thinners), the increasing awareness and importance
of pharmacogenomics (for instance in the drug sensitivity of
cancer sufferers, Kim et al., 2012) and the need to formulate drug
combinations. To face this challenge, the pharmaceutical industry
needs to evaluate and embrace novel manufacturing technologies.
One technology with such potential is 3D printing (3DP).

Of the many types of 3D printer commercially available, fused-
deposition modelling (FDM) offers perhaps the most immediate
potential to unit dose fabrication. In FDM 3DP an extruded polymer
filament is passed through a heated tip. The heat softens the
polymer and it is then deposited on a build plate. The temperature
of the build plate can be controlled and is set so that the polymer
hardens. The print head deposits polymer on the build plate in the
x–y dimensions, creating one layer of the object to be printed. The
build plate then lowers and the next layer is deposited. In this

fashion, an object can be fabricated in three dimensions, and in a
matter of minutes. FDM technology has the significant advantages
of cost (typical systems cost between £800–2000), the ability to
fabricate hollow objects, and the opportunity to print a range of
polymers. The printer feedstock is an extruded polymer filament,
typically 1.75–3 mm in diameter and one of the prime benefits of
FDM 3DP is that it is possible in principle to blend active drug and
polymer into a solid dispersion prior to extrusion, so that the
printed dosage form is drug loaded. This principle has been
demonstrated, for example, to tablets containing fluorescein
(Goyanes et al., 2014), 4-aminosalicylate and 5-aminosalicylate
(Goyanes et al., 2015) and prednisolone (Skowyra et al., 2015).

However, in all of these studies the percentage drug loading is
low, because the drugs were loaded by passive diffusion from
solution. An alternative method is to incorporate drug into
polymer filaments by hot-melt extrusion (HME) processing.
HME is a widely used technique in the pharmaceutical industry
and is in essence a process of using a rotating screw to pump raw
materials at elevated temperatures through a die to generate a
product of uniform shape. Today, the interest in HME techniques
for pharmaceutical applications is growing rapidly with more than
10 pharmaceutical products including oral dosage forms (e.g.
Kaletra [Abbott], Rezulin [Pfizer]), implants (Ozurdex [Alergan])
and medical devices (Nuvaring [Merck]) taken to market in the last
12 years. The number of HME patents issued for pharmaceutical
systems has steadily increased since the early 1980s, with ever
widening international scope: to date, more than 300 such patents
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development are critical for long-term printing stability, the
physical properties of inks developed for single nozzle research
tools are still very close to those used with higher throughput
development tools, commercial desktop printers and industrial
inkjet printheads with hundreds or thousands of nozzles. From the
review of literature, discussed later in Section 4.3, it is important to
note that most reports are focused on research scale printheads
such as Microfab and MicroDrop single nozzle, piezo-actuated
glass capillary devices. Development tools, such as the Dimatix
Materials Printer and modified consumer desktop printers are the
next most prevalent. These have been examined due to their
applicability to the predicted scale for personalised medicine
where it is envisioned that a printer would be used in a pharmacy
or hospital for late-stage customisation. This approach is expected
to revolutionise drug formulation. For example, 1,2,3-trinitrox-
ypropane (nitroglycerin), a drug used to treat angina pectoris, is
known to degrade during storage but this challenge is avoided if
the drug can be produced for immediate use (Kommanaboyina and
Rhodes, 1999). Despite the importance placed on personalised
medicine, continuous manufacturing of pharmaceuticals and the
multiple roles of inkjet printing, this review finds that no standard
industrial printheads have been used. It is essential to understand
the targeted scale and to research the appropriate printing
technique as early as possible, as each printhead type will have
individual formulation and printing challenges when moving to
scaled-up production.

3.3. Primary and secondary process manufacturing

Primary processes in the manufacturing of pharmaceuticals
refer to the extraction and production of the active ingredient from
its sources. As noted in Section 2, there is a shift in the

pharmaceutical sector from large-scale batch production to de-
centralised, smaller, continuous manufacturing facilities. Signifi-
cantly smaller quantities of material are added at any given step
and the level of control or material handling capability needs to be
able to maintain the same or improved overall batch variability.
Currently, inkjet printing is not used as a major tool in primary
manufacturing but the recent focus on continuous manufacturing
of pharmaceuticals suggests that it will be examined closely over
the coming years. The ongoing exploration of reactive inkjet
printing (Smith and Morrin 2012; Wang et al., 2008) and its already
prevalent use in combinatorial chemistry, which can be applied to
the synthesis of small quantities of pharmaceuticals, show the
promise for this area.

When examining inkjet printing of pharmaceuticals in the case
of secondary manufacturing, there are four technologies immedi-
ately identifiable, namely (i) particulate printing for injectable,
inhalable or liquid-based dosing, (ii) direct printing for rapid,
dissolvable oral dose development, (iii) 3D printing technologies,
focusing on powder-bed technologies to make tablets with
controllable geometry and release profiles and (iv) thin film
coatings for drug delivery applications.

3.3.1. Particle printing
Microparticle pharmaceutical–polymer composites form an

important mode of drug delivery. Through inhalable, liquid and
injectable dosing forms, the bioresorbable properties and the small
particle size ensure that the drug reaches its targeted destination.
For example, particles smaller than 5 mm can target the deep lung
and ensure rapid delivery to the cardiovascular system (Wong
et al., 2011). Spray drying and freeze drying are standard
techniques for particle synthesis, with commercial examples
including paclitaxel (PXL), an important drug for chemotherapy

Fig. 4. Gene-expression monitoring with an ink-jetted microarray, 2500 cDNA groups cm-2 (Reprinted with permission from (Schena et al., 1998) Copyright 1998, AIP
Publishing LLC), (b) Inkjet printed paclitaxel-PLGA microspheres (Radulescu et al., 2003, Reprinted with permission from Microfab Technologies, Inc., 2003), (c) Mock-up stent
coated at MicroFab with two paclitaxel solutions containing two fluorescent dyes. (Reprinted with permission from (Antohe and Wallace, 2008). Copyright 2003, ASME
Publications), (d) Gantrez1 AN-139 polymer microneedles coated with quantum dot “model drug” by inkjet printing (Reprinted with permission from (Boehm et al., 2011).
Copyright 2011, AIP Publishing LLC), (e) Inkjet polymer-filled microcontainers, impregnated with ketoprofen with supercritical CO2 (Reprinted from (Marizza et al., 2014).
Copyright 2014, with permission from Elsevier.
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A B S T R A C T

Global regulatory, manufacturing and consumer trends are driving a need for change in current
pharmaceutical sector business models, with a specific focus on the inherently expensive research costs,
high-risk capital-intensive scale-up and the traditional centralised batch manufacturing paradigm. New
technologies, such as inkjet printing, are being explored to radically transform pharmaceutical
production processing and the end-to-end supply chain. This review provides a brief summary of inkjet
printing technologies and their current applications in manufacturing before examining the business
context driving the exploration of inkjet printing in the pharmaceutical sector. We then examine the
trends reported in the literature for pharmaceutical printing, followed by the scientific considerations
and challenges facing the adoption of this technology. We demonstrate that research activities are highly
diverse, targeting a broad range of pharmaceutical types and printing systems. To mitigate this
complexity we show that by categorising findings in terms of targeted business models and Active
Pharmaceutical Ingredient (API) chemistry we have a more coherent approach to comparing research
findings and can drive efficient translation of a chosen drug to inkjet manufacturing.

ã 2015 Elsevier B.V. All rights reserved.

1. Introduction to inkjet printing technologies

There have been substantial investments in research and
development for inkjet printing of functional materials in recent
years. This is due in part to the versatility of digital, non-contact
patterning techniques but also to increased manufacturing
confidence. Industrial inkjet printing has now reached high
standards of flexible, robust and reliable performance. That
journey enabled the development of a wide range of research
equipment and also the availability of a greater depth of knowledge
in the public domain. The range of inkjet printing technologies and
their critical parameters are discussed in this section, followed by a
review of the development of the industry.

Inkjet printing is an umbrella term that encompasses a wide
range of approaches to the digitally-controlled formation and
placement of small liquid drops. Inkjet technology is usually
classified as either continuous inkjet printing (CIJ) or drop on
demand (DoD) printing: the two are distinguished by the physical
process by which the drops are generated. These represent the
currently dominant commercial processes, although other

methods of delivering small volumes of liquid also exist, notably
electrospray printing and various dispensing methods which
involve interrupting a continuous flow by means of a fluid switch
or valve (so-called ‘valve-jet’ methods) (Martin and Hutchings,
2013).

CIJ printing involves the ejection of a continuous stream of
liquid through an orifice (nozzle), which then breaks up under
surface tension forces into a stream of drops. Lord Rayleigh showed
in the nineteenth century that a stream of liquid will tend to break
up naturally with a characteristic wavelength of surface distortion,
and hence eventual drop spacing, of about 4.5 times the initial
diameter of the stream; in practical CIJ devices, this natural
breakup under surface tension forces is enhanced by modulating
the flow through the nozzle at an appropriate frequency, often by a
piezoelectric transducer behind the nozzle. For a continuous
stream of ink drops to be used for printing, individual drops must
be ‘steered’ to a particular landing site in order to produce a printed
pattern. That is usually achieved by inducing an electrical charge
on some of the drops, which are then deflected from the main axis
of the stream as they pass through an electrostatic field. Unwanted
drops are caught in a ‘gutter’ and the liquid recirculated through
the system. CIJ printers are now relatively robust industrial tools
and are widely used for high-speed marking on production lines.
But the principle of breaking up a continuous liquid stream into a
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FIGURE 1

Placement of the
Printed Airway Splint in
the Patient.

CORRESPONDENCE

Bioresorbable Airway Splint Created with a Three-Dimensional
Printer
N Engl J Med 2013; 368:2043-2045 May 23, 2013 DOI: 10.1056/NEJMc1206319

To the Editor:

Tracheobronchomalacia in newborns, which manifests with dynamic airway collapse and respiratory
insufficiency, is difficult to treat.  In an infant with tracheobronchomalacia, we implanted a
customized, bioresorbable tracheal splint, created with a computer-aided design based on a
computed tomographic image of the patient's airway and fabricated with the use of laser-based
three-dimensional printing, to treat this life-threatening condition.

At birth at 35 weeks' gestation, the patient did not have respiratory distress and otherwise appeared
to be in normal health. At 6 weeks of age, he had chest-wall retractions and difficulty feeding. By 2
months of age, his symptoms progressed and he required endotracheal intubation to sustain
ventilation. The workup revealed the following: an anomalous origin and malposition of the
pulmonary arteries, with crisscross anatomy; right pulmonary-artery hypoplasia; compression of the
left mainstem bronchus between an abnormally leftward-coursing ascending aorta and an anteriorly
displaced descending aorta; air trapping; and postobstructive pneumonia. Despite placement of a
tracheostomy tube, mechanical ventilation, and sedation, ventilation that was sufficient to prevent
recurring cardiopulmonary arrests could not be maintained.

We reasoned that the localized tracheobronchomalacia was the cause of this physiological
abnormality and made a custom-designed and custom-fabricated resorbable airway splint. Our
bellowed topology design, similar to the hose of a vacuum cleaner, provides resistance against
collapse while simultaneously allowing flexion, extension, and expansion with growth. The splint
was manufactured from polycaprolactone with the use of a three-dimensional printer (Figure 1A
through 1D).

The institutional review board of the University of Michigan consulted with
the Food and Drug Administration and approved the use of the device under
the emergency-use exemption, and written informed consent was provided
by the patient's parents. After transposition of the right pulmonary artery and
failed aortopexy, sutures were placed around the circumference of the
malacic left bronchus and tied through interstices of the splint, and the
bronchus was expanded (Figure 1E). Subsequent bronchoscopy revealed
normal patency of the bronchus without dynamic collapse (Figure 1F) and
normal ventilatory variation in the size of the left lung. The partial pressure of
carbon dioxide in venous blood decreased from 88 to 48 mm Hg. Seven
days after placement of the airway splint, weaning from mechanical ventilation was initiated, and 21
days after the procedure, ventilator support was discontinued entirely and the child was discharged
home with the tracheostomy in place. One year after surgery, imaging and endoscopy showed a
patent left mainstem bronchus (Figure 1G). No unforeseen problems related to the splint have
arisen. Full resorption of the splint was estimated to occur in 3 years.

This case shows that high-resolution imaging, computer-aided design, and biomaterial three-
dimensional printing together can facilitate the creation of implantable devices for conditions that are
anatomically specific for a given patient.

Article Citing Articles (35)

1,2

@ProfMJElliott martin.elliott@gosh.nhs.uk 



no surgery please

@ProfMJElliott martin.elliott@gosh.nhs.uk 



Transcatheter Versus Surgical Closure
of Perimembranous Ventricular
Septal Defects in Children
A Randomized Controlled Trial

Jian Yang, MD, PHD,* Lifang Yang, MD,* Shiqiang Yu, MD, PHD,* Jincheng Liu, MD, PHD,*
Jian Zuo, MD,* Wensheng Chen, MD, PHD,* Weixun Duan, MD,* Qijun Zheng, MD,*
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Qingchun Liu, MD,z Shuping Ge, MD,*x Jun Ren, MD, PHD*k
Xi’an and Hanzhong, China; Philadelphia, Pennsylvania; and Laramie, Wyoming

Objectives The objective of this study was to evaluate the safety and efficacy of the surgical versus transcatheter approach to
correct perimembranous ventricular septal defects (pmVSDs) in a prospective, randomized, controlled clinical trial.

Background pmVSD is a common congenital heart disease in children. Surgical closure of pmVSD is a well-established therapy
but requires open-heart surgery with cardiopulmonary bypass. Although the transcatheter approach is associated
with significant incidence of complete atrioventricular block, it may provide a less invasive alternative. Critical
comparison of the safety and efficacy of the 2 interventions necessitates a prospective, randomized, controlled trial.

Methods Between January 2009 and July 2010, 229 children with pmVSD were randomly assigned to surgical or
transcatheter intervention. Clinical, laboratory, procedural, and follow-up data over a 2-year period were compared.

Results Neither group had mortality or major complications. However, statistical analysis of the 2 groups demonstrated
significant differences (p < 0.001) in minor adverse events (32 vs. 7), quantity of blood transfused, duration of the
procedure, median hospital stay, median intensive care unit stay, median hospitalization cost, and median blood
loss. During a median follow-up of 2 years, the left ventricular end-diastolic dimension of both groups returned
to normal and there was no difference in closure rate, adverse events, and complications between groups.

Conclusions Transcatheter device closure and surgical repair are effective interventions with excellent midterm results for
treating pmVSD in children. Transcatheter device closure has a lower incidence of myocardial injury, less blood
transfused, faster recovery, shorter hospital stay, and lower medical expenses. (Transcatheter Closure Versus
Surgery of Perimembranous Ventricular Septal Defects; NCT00890799) (J Am Coll Cardiol 2014;63:1159–68)
ª 2014 by the American College of Cardiology Foundation

Ventricular septal defect (VSD) is the most common type
of congenital heart disease, in which perimembranous
ventricular septal defect (pmVSD) is 1 of the most common

subtypes (1–3). Treatment of pmVSD has improved
dramatically over the last 50 years (4–6). Although open-
heart surgery is considered a standard treatment for
pmVSD, catheter-based intervention is a promising alter-
native (7–9). Transcatheter device closure of pmVSD is not
currently approved in the United States because of an un-
acceptably high rate of post-procedural and late-onset heart
block (2.9% to 5.7%) (5,7,10). Nevertheless, this procedure
is widely used in developing countries such as China and
India, with a low mortality and morbidity rate using
modified nitinol shape-memory alloy devices (11,12).
Nonetheless, data comparing the clinical outcomes of the
2 procedures are minimal (13). In 2009, we performed
retrospective studies to examine the early results and
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rhythms, 1 partial left bundle-branch block, 1 residual shunt
before discharge, and 1 new case of mild tricuspid valve
regurgitation. Five patients had a prolonged PR interval
(>0.02 s) following transcatheter closure before discharge,
which was not significantly different than that of the surgery
group (p ¼ 0.260). All of the patients were asymptomatic
and did not require further treatment.

Overall, there were 32 minor adverse events in the
surgery group (32.3%) and 7 in the transcatheter group
(6.9%). The Fisher exact test showed a significant dif-
ference in minor adverse events between the 2 groups
(p < 0.001).
Laboratory data. The levels of ALT in the surgery group
began to increase 1 h after removal of the aortic cross-clamp

Figure 2 TTE Images Showing 4 Types of pmVSD

(A) Two-dimensional image of a window-shaped perimembranous ventricular septal defect (pmVSD). (B) Color-flow Doppler image showing left-to-right shunt through pmVSD
(same patient as in A). (C) Two-dimensional image of a tubular-shaped pmVSD. (D) Color-flow Doppler image showing left-to-right shunt through pmVSD (same patient as in C).
(E) Two-dimensional image of an infundibular-shaped pmVSD. (F) Color-flow Doppler image showing left-to-right shunt through pmVSD (same patient as in E). (G) Two-
dimensional image of an aneurysmal-shaped pmVSD. (H) Color-flow Doppler image showing left-to-right shunt through pmVSD (same patient as in G). Yellow arrows indicate
pmVSD. TTE ¼ transthoracic echocardiography/echocardiographic. See Online Videos 1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, and 12.

Figure 3 Shanghai pmVSD Occluder

(A) Front view. (B) Back view. (C) Lateral view. pmVSD = perimembranous ventricular septal defect.
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THE PROCEDURE

´ Minimally invasive transthoracic device 
closure of VSDs (MITDC)

´ Hybrid technique surgical repair and transcatheter closure
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many less long term complications 
no radiation
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not with trying to adapt any surgical indication when the
approach looks visibly irrational and/or antiphysiological.

It is our feeling that the future of NOTES, as initially

intended, mainly follows two lines. Of note, the first line
is POEM, which, although very demanding [34] has now

been successfully performed in hundreds of cases [35–

37] and is replacing Heller myotomy in our surgical unit
[38].

The second successful line is the transanal approach to

colorectal surgery. Transrectal access allows both a direct
access to the peritoneal cavity with in-line vision and

large specimen retrieval. Possible contamination risks

during the creation of the transanal access are not nec-
essarily higher than those during standard colorectal

laparoscopic procedures [39, 40]. A safe means to close

transrectal viscerotomy is required, in cases in which

viscerotomy is not included in the resected specimen [41,
42].

Spectacular progress has been made in colorectal

NOTES, from hybrid procedures, as described by pioneer
authors [43–46], to pure, no-scar, transanal TME [47],

described by Leroy et al. [48] and based on animal

experiments in which we developed the so-called PRO-
GRESSS approach (perirectal oncologic gateway for ret-

roperitoneal endoscopic single-site surgery).

NOTES procedures are limited by current technology of
commercially available flexible endoscopes, which are too

flexible to provide a good aid for traction, and lack the

capacity to triangulate with instruments in order to create
traction–countertraction. The lack of tissue-sealing devices

and endoscopically operated mechanical staplers complete

the wish list for NOTES expansion.

Fig. 2 VR-Render! software: a tool to plan image-guided surgical
resections. The VR-Render! software developed at the IRCAD, in
addition to the visualization of resection planes and assistance in
planning the procedure can also calculate resection and future
remnant volumes and has been applied to minimally invasive liver
resections. a 3D reconstruction of a CT scan obtained with VR-

RENDER!: in green a large tumor of the fifth segment; b the
resection plane is prepared following vascular landmarks and
calculating adequate margins (in purple); c the resected volume is
also calculated; d intraoperative view of the same patient, and
e augmented reality obtained by superimposing the virtual model onto
real-time laparoscopic images

Fig. 3 Deformable registration of the model. a Vascular structures of the liver seen by transparency before and b after lateral traction. The
virtual model of the vascular tree was deformed according to a biomechanical model allowing to predict the amplitude of the deformation

618 World J Surg (2015) 39:615–622
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This Woman Flew an F­35 Simulator
with Her Mind
by BRENDAN MCGARRY  on MARCH 2, 2015

Jan Scheuermann, a quadriplegic and pioneering patient for an experimental
Pentagon robotics program, continues to break ground in freeing the mind from the
body.

The 55­year­old mother of two in 2012 agreed to let surgeons implant electrodes on
her brain to control a robotic arm. More recently, she flew an F­35 Joint Strike Fighter
simulator using nothing but her thoughts, an official said.

Arati Prabhakar, director of the Defense Advanced Research Projects Agency, cited
the breakthrough last week at the first annual Future of War conference. The event
was organized by the New America Foundation, a nonpartisan research group in
Washington, D.C.

Scheuermann, who became paralyzed years ago from a rare genetic disease, has
tolerated the two pea­sized implants on her left motor cortex “very well,” Prabhakar
said, allowing her to extend her participation in the DARPA project.

While the left motor cortex is understood to control the movement on the right side of
the body, Scheuermann was able to manipulate both right– and left­handed versions
of the robotic limb, Prabhakar said.

But the experiments aren’t limited to prosthetics. Indeed, so­called neural signaling is
at the heart of the research.

So Scheuermann decided she wanted to try flying a simulator of the F­35 Joint Strike
Fighter, Prabhakar said, which is the Pentagon’s newest fighter jet and its most
expensive weapons acquisition program.

Tip Us Off

Tip for Defense Tech?

SEND IT!

It’s Confidential!

Follow Us!

About Defense Tech

Defense Tech examines
the intersection of
technology and defense
from every angle and
provides analysis on
what’s ahead.

Categories

Acquisition Reform

Afghan Update

Air

Air Force

Air­to­Air Combat

AirSea Battle

Ammo and Munitions

Armor

Arms Trade

Army

Around the Globe

Artillery

Assymetric Warriors

Balance of Power

Big Bro's Watching

Bizarro

Blimps

Bomber

Chem­Bio

China Rising

Civilian Apps

Cloak and Dagger

Coasties

Commandos

Comms

Contingency Ops

Cops and Robbers

Counterinsurgency

Crazy Ivan

Cyber

Cyber Security Center

Most Read

Ripsaw UGV Can Reload Itself in a Fight

Air Force Upgrades Weapons, Radios for B­2
Stealth Bomber

Navy Develops Autonomous Air­Launched
Missile for F/A­18

Elon Musk's Obsession with Soviet­Era Rockets

Navy Spends $1.6B to Upgrade Carrier and
Amphib Ship Defenses

Recent Articles

Navy Develops Autonomous Air­Launched
Missile for F/A­18

Air Force Upgrades Weapons, Radios for B­2
Stealth Bomber

Ripsaw UGV Can Reload Itself in a Fight

Elon Musk’s Obsession with Soviet­Era Rockets

Navy Spends $1.6B to Upgrade Carrier and
Amphib Ship Defenses

Congress Adds $60 Million to Navy Submarine
Upgrades

Watchdog Warns of Navy Carrier Drone Delays
and High Price Tag

Tactical Gear Sponsors

 

search  

Air Ground Sea Space Spec Ops Spies Weapons Gear News Cyber Wars About

http://defensetech.org/2015/03/02/this-woman-flew-an-f-35-simulator-with-her-mind/

Login

“Instead of thinking about controlling a joystick, which is what our ace pilots do when
they’re driving this thing, Jan’s thinking about controlling the airplane directly,”
Prabhakar said. “For someone who’s never flown — she’s not a pilot in real life —
she’s flying that simulator directly from her neural signaling.”

Prabhakar said the research is far from becoming reality. Even so, she acknowledged
that it raises fundamental moral and ethical questions about the intersection of biology
and robotics.

“In doing this work, we’ve also opened this door,” she said. “We can now see a future
where we can free the brain from the limitations of the human body and I think we can
all imagine amazing good things and amazing potential bad things that are on the
other side of that door.”

Geoffrey Ling, director of the biological technologies at DARPA and one of the lead
scientists behind the project, said he was just as excited when he saw Scheuermann
first control the robotic arm as he was when he watched the live television broadcast
of Neil Armstrong walking on the moon.

“I had the same tingles because I realized that we have now stepped over a great
threshold into what’s possible and, very importantly, what patients can now expect in
terms of restoration — this is a very important part — not rehabilitation, but
restoration,” the retired Army colonel said during a 2012 episode of CBS news
program, “60 Minutes.”

As for Scheuermann, who participates in the research through a University of
Pittsburgh Medical Center study, she’s happy to play the role of pioneering patient.

“I’ve always believed there’s a purpose to my illness,” she told CBS. “I didn’t think I
would ever find out what it was in my lifetime.”

She added, “And here came this study where they needed me. You know, they
couldn’t just pick any Tom, Dick or Harry off the street. In a few years, the
quadriplegics and the amputees that this is going to help — the Department of
Defense is funding some of this for vets — to be of use to them, in service to them,
what an honor.”
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“Instead of thinking about controlling a joystick, which is what our ace pilots do when
they’re driving this thing, Jan’s thinking about controlling the airplane directly,”
Prabhakar said. “For someone who’s never flown — she’s not a pilot in real life —
she’s flying that simulator directly from her neural signaling.”

Prabhakar said the research is far from becoming reality. Even so, she acknowledged
that it raises fundamental moral and ethical questions about the intersection of biology
and robotics.

“In doing this work, we’ve also opened this door,” she said. “We can now see a future
where we can free the brain from the limitations of the human body and I think we can
all imagine amazing good things and amazing potential bad things that are on the
other side of that door.”

Geoffrey Ling, director of the biological technologies at DARPA and one of the lead
scientists behind the project, said he was just as excited when he saw Scheuermann
first control the robotic arm as he was when he watched the live television broadcast
of Neil Armstrong walking on the moon.

“I had the same tingles because I realized that we have now stepped over a great
threshold into what’s possible and, very importantly, what patients can now expect in
terms of restoration — this is a very important part — not rehabilitation, but
restoration,” the retired Army colonel said during a 2012 episode of CBS news
program, “60 Minutes.”

As for Scheuermann, who participates in the research through a University of
Pittsburgh Medical Center study, she’s happy to play the role of pioneering patient.

“I’ve always believed there’s a purpose to my illness,” she told CBS. “I didn’t think I
would ever find out what it was in my lifetime.”

She added, “And here came this study where they needed me. You know, they
couldn’t just pick any Tom, Dick or Harry off the street. In a few years, the
quadriplegics and the amputees that this is going to help — the Department of
Defense is funding some of this for vets — to be of use to them, in service to them,
what an honor.”
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C Dagdeviren et al, Proc. Nat. Acad. Sci. USA, 2013, DOI: 10.1073/pnas.1317233111 
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big data in medicine

patient-sourced data

registry dataEPR-sourced data

machine-sourced data
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the measure

time
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real outcomes
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‘More public reporting 
More IT professionals will have jobs (costing more money) 
Large scale data analysis is absolutely possible--ask the NSA’

What is coming next in the field of Data?
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Mention No Mention

The days of trial and error in learning may be 
over.  

The system and patients will not tolerate a 
learning curve.  

Training in simulators … will be necessary.

Simulation
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Ciaran, and his amazing mother, Colleen
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1mm

The Trachea

long segment congenital tracheal stenosis
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1st in a child

Stem-call Supported Tracheal Transplant

film courtesy of Paolo Macchiarini
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cytology of tracheal brushings showed healthy, ciliated 
respiratory epithelial cells (fi gure 4D). At 18 months, he 
had his last fl uoroscopic balloon dilatation because the 
malacic seg ment had strengthened such that he had not 

needed any further admissions to hospital. As of May 7, 
2012, he was well, active, and had grown 11 cm and 5 kg 
since graft im plantation. His lungs appeared normal on 
CT scan, without bronchiectasis or air trapping, and a 
ventilation-perfusion scan at 12 months was normal 
(fi gure 5). As of May 13, 2012, there has been no 
serological or clinical evidence of rejection of the graft 
and a comprehensive screen of his serum at 15 months 
showed no anti-HLA antibodies.

Histological assessment of the homograft trachea 
removed at the time of surgery showed an infl amed 
mucosa overlying dense fi brous tissue and islands of 
cartilage unlike normal tracheal architecture (fi gure 4B). 
Histology of the decellularised scaff old showed complete 
decellularisation with good retention of tracheal archi-
tecture (fi gure 4C) and absence of MHC expression (not 
shown). High-resolution proteomic analysis of the scaff old 
by ion-trap mass spectrometry identifi ed 166 proteins, 
including several extracellular matrix components. 
Bioinformatic analysis (IPA, Ingenuity Systems, Redwood 
City, CA, USA) identifi ed a broad range of potential 
biological roles for these proteins.

Discussion
We report a stem-cell-based tissue replacement in a 
child and long-term follow-up of a stem-cell-based 
tissue-engineered graft (panel). The child is well, 
growing, and had not needed medical intervention for 
6 months by May 5, 2012.

Because the protocol used in this study was devised in an 
emergency, we applied empirically a new combination of 
technologies on the basis of previous clinical successes in 
non-airway settings (ie, bone, skin, and nerve regeneration). 
Thus, to minimise delays, there was no previous expansion 
of epithelial cells and MSCs, nor any chondrocytic 
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Figure 3: Identifi cation of protein in the tracheal exudate
Proteins in the tracheal exudate identifi ed in the early weeks (sampled postoperative week 2) were separated using SDS-PAGE and stained with colloidal Coomassie 
Blue (A). Destained gel slices were digested with trypsin (Promega, Southampton, UK), fractionated by high-performance liquid chromatography (NanoAcquity, 
Waters, Manchester, UK), and analysed using an in-line Q-TOF mass spectrometer (Waters). (B) The table shows the proteins identifi ed from at least two peptides and 
with a PLGS score greater than 10. PLGS=Protein Lynx Global Server.
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Figure 4: Findings on cytology
Haematoxylin and eosin staining of (A) normal trachea compared with (B) the patient’s previous tracheal homograft 
removed at the time of surgery, which shows an epithelialised lining but atypical gland formation. (C) A sample of the 
decellularised tracheal graft used in this study shows loss of cells but preservation of normal architecture. (D) Bronchial 
brushing taken from the middle of the graft 1 year after surgery shows a cluster of ciliated cells.
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Orthotopic Implantation- Rabbit
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Could we transplant tissue  
from one species to another  

without rejection?
Rabbit Muscle

Remove Rabbit Cells

Populate with Rat Cells

Transplant to Rat

YES
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Fig. 4. Picture of a synthetic tracheal scaffold made of PET/PU-based nanofibers (A). SEM images of a synthetic scaffold showing the fiber network made of PET/PU. Insets report the computed fiber alignment pattern. Magnification
1,500!; scale bar representing 20 mm (internal B; external C). Schematic drawing of the bioreactor culturing system composed of the bioreactor, motor unit and controller unit with a synthetic tracheal scaffold mounted inside with an
organ holder (D). Image of the seeding process on the tracheal scaffold inside the bioreactor prior to transplantation (E).
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Wake Forest  
regenerative medicine team 

Ink jet printing of stem cells  
direct to damaged skin 

Commercialised Process 
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3D Printing Organs?

Professor A. Atala,  
Wake Forest
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Too Much Technology 
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themedia throughwhich breaches occurred as electronic (in-
cluding network server; desktop computer, email, and elec-
tronicmedical records; or laptopcomputer andelectronicpor-
table devices), paper, or other.

We compared annual data with χ2 tests and linear regres-
sionusing Stata version 13.1 (StataCorp)with a 2-sided signifi-
cance level of P < .05. The Kaiser Permanente Northern Cali-
fornia institutional review board determined that this study
did not qualify as human subjects research.

Results |Weevaluated 949 breaches affecting 29.1million rec-
ords between 2010 and 2013. Six breaches involvedmore than
1 million records each and the number of reported breaches
increased over time (P < .001;Table). Breacheswere reported
in every state, the District of Columbia, and Puerto Rico. Five
states (California, Texas, Florida, New York, and Illinois) ac-
counted for 34.1% (95%CI, 31.2%-37.2%) of all breaches.How-
ever, when adjusted by population estimates, the states with
the highest adjusted number of breaches and affected rec-
ords varied (Figure).

Most breaches occurred via electronicmedia (67.0%; 95%
CI, 64.3%-69.7%;Table), frequently involving laptop comput-
ers or portable electronic devices (32.7%; 95% CI, 29.7%-
35.7%).Most breaches also occurred via theft (58.2%; 95%CI,
55.0%-61.3%). The combined frequency of breaches resulting
from hacking and unauthorized access or disclosure in-
creasedduring the studyperiod (12.1% in2010 to27.2% in2013;
P < .001). Breaches involved external vendors in 28.8% (95%
CI, 25.9%-31.7%) of reports.

Discussion |Between 2010 and 2013, data breaches reported by
HIPAA-covered entities increased, involving 29 million rec-
ords. Most data breaches resulted from overt criminal activ-
ity. The persistent threat of theft and the increase in hacking
raise serious security concerns.

Our study was limited to breaches that were already rec-
ognized, reported, and affecting at least 500 individuals.
Therefore, our study likely underestimated the true number
of health care data breaches occurring each year. Some enti-
ties or patients may have been involved in more than 1
breach.

Wewere unable to assess the costs or the effect on opera-
tions caused by these breaches and the accompanying in-
creased data security measures. We were also unable to cal-
culate the rates at which breaches occurred based on the
number of total US records or entities at risk.

Given the rapid expansion in electronic health record de-
ployment since 2012, aswell as theexpected increase in cloud-
basedservicesprovidedbyvendors supportingpredictiveana-
lytics,personalhealthrecords,health-relatedsensors,andgene
sequencing technology, the frequency and scope of elec-
tronichealthcaredatabreachesare likely to increase.2,5,6 Strat-
egies tomitigate the risk andeffect of thesedata breacheswill
beessential toensure thewell-beingofpatients, clinicians, and
health care systems.
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Figure. Adjusted Number of Data Breaches and Affected Records Between 2010 and 2013 by State andQuartile

Quartile (No. of data breaches, range)

4 (0.41-0.93)3 (0.30-0.40)2 (0.23-0.29)1 (0.06-0.21)

Adjusted number of reported data breaches

OK

TX

AZ

NV

NM

COUT

WY

MT ME

CA

ID
OR

WA

IL IN OH

NY

PA

VAWV

NC
SC

LA

FL

GAAL

WI

AR
MS

MI
IA

MO

ND

SD

KY

TN

MN

DC

CT
RI

MA
NH

VT

DE
NJ

MDKS

NE

A B

Quartile (No. of affected records, range)

4 (10 618-108 619)3 (2160-8580)2 (1162-2156)1 (48-1134)

Adjusted number of records affected by data breaches

OK

TX

AZ

NV

NM

COUT

WY

MT ME

CA

ID
OR

WA

IL IN OH

NY

PA

VAWV

NC
SC

LA

FL

GAAL

WI

AR
MS

MI
IA

MO

ND

SD

KY

TN

MN

DC

CT
RI

MA
NH

VT

DE
NJ

MDKS

NE

Adjusted values were calculated by dividing the number of breaches and the
affected records by 2013 population estimates from the US Census Bureau
based on the state in which the breach was reported. The data quartiles

are per 100 000 residents. The Figure does not display data for Hawaii, Alaska,
or Puerto Rico.
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themedia throughwhich breaches occurred as electronic (in-
cluding network server; desktop computer, email, and elec-
tronicmedical records; or laptopcomputer andelectronicpor-
table devices), paper, or other.

We compared annual data with χ2 tests and linear regres-
sionusing Stata version 13.1 (StataCorp)with a 2-sided signifi-
cance level of P < .05. The Kaiser Permanente Northern Cali-
fornia institutional review board determined that this study
did not qualify as human subjects research.

Results |Weevaluated 949 breaches affecting 29.1million rec-
ords between 2010 and 2013. Six breaches involvedmore than
1 million records each and the number of reported breaches
increased over time (P < .001;Table). Breacheswere reported
in every state, the District of Columbia, and Puerto Rico. Five
states (California, Texas, Florida, New York, and Illinois) ac-
counted for 34.1% (95%CI, 31.2%-37.2%) of all breaches.How-
ever, when adjusted by population estimates, the states with
the highest adjusted number of breaches and affected rec-
ords varied (Figure).

Most breaches occurred via electronicmedia (67.0%; 95%
CI, 64.3%-69.7%;Table), frequently involving laptop comput-
ers or portable electronic devices (32.7%; 95% CI, 29.7%-
35.7%).Most breaches also occurred via theft (58.2%; 95%CI,
55.0%-61.3%). The combined frequency of breaches resulting
from hacking and unauthorized access or disclosure in-
creasedduring the studyperiod (12.1% in2010 to27.2% in2013;
P < .001). Breaches involved external vendors in 28.8% (95%
CI, 25.9%-31.7%) of reports.

Discussion |Between 2010 and 2013, data breaches reported by
HIPAA-covered entities increased, involving 29 million rec-
ords. Most data breaches resulted from overt criminal activ-
ity. The persistent threat of theft and the increase in hacking
raise serious security concerns.

Our study was limited to breaches that were already rec-
ognized, reported, and affecting at least 500 individuals.
Therefore, our study likely underestimated the true number
of health care data breaches occurring each year. Some enti-
ties or patients may have been involved in more than 1
breach.

Wewere unable to assess the costs or the effect on opera-
tions caused by these breaches and the accompanying in-
creased data security measures. We were also unable to cal-
culate the rates at which breaches occurred based on the
number of total US records or entities at risk.

Given the rapid expansion in electronic health record de-
ployment since 2012, aswell as theexpected increase in cloud-
basedservicesprovidedbyvendors supportingpredictiveana-
lytics,personalhealthrecords,health-relatedsensors,andgene
sequencing technology, the frequency and scope of elec-
tronichealthcaredatabreachesare likely to increase.2,5,6 Strat-
egies tomitigate the risk andeffect of thesedata breacheswill
beessential toensure thewell-beingofpatients, clinicians, and
health care systems.
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949 breaches, 29.1 million records
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A distributed denial-of-service (DDoS) 
attack by 1 or 2 people or bots is an attempt 
to make a machine or network resource 
unavailable to its intended users.


Aims to temporarily or indefinitely interrupt 
or suspend services of a host connected to 
the Internet.


By 2014, the frequency of recognised DDoS 
attacks had reached an average rate of 

28 per hour.

Healthcare DDoS Attack: Mitigation Lessons
Boston Children's Hospital CIO Offers Insights After Disruption
By Marianne Kolbasuk McGee, September 10, 2014.

Daniel Nigrin

The main lesson from a distributed­denial­of­service attack on Boston
Children's Hospital last spring is that such attacks represent a real threat in
healthcare that must be mitigated, says CIO Daniel Nigrin, M.D.
Until that incident, many healthcare organizations, just like Boston Children's,
didn't put disruptive DDoS attacks high on their list of threats to mitigate,
Nigrin says in an interview with Information Security Media Group at the
recent Healthcare Information and Management Systems Society privacy and
security forum in Boston. That's because such attacks mainly occurred in
other sectors, such as banking.
"The kind of cyber­attack that's not necessarily meant to seize data ... was
certainly not on my list [of top infosecurity threats] until that event," Nigrin
says. "I think it's likely to come up again. I hope not for us, but surely
someone somewhere [in the healthcare sector] will experience something like
this. So we'll have to take preparations to protect against these kinds of
attacks like we do data breaches and the other kinds of things that are in the
news these days."
The hacktivist group Anonymous is suspected of launching the attacks in
retaliation for Boston Children's involvement in a controversial child custody
case that had drawn national attention in the months and weeks before the

Hackers DO hack hospitals
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WIRED

By Darlene Storm

SECURITY IS SEXY About |  =
Most security news is about insecurity,

hacking and cyber threats, bordering on

scary. But when security is done right,

it's a beautiful thing...sexy even. Security

IS sexy.

NEWS ANALYSIS

DHS investigates 24 potentially deadly cyber flaws in medical devices

DHS is investigating 24 cases of potentially deadly cybersecurity flaws in medical devices and
hospital equipment.

Computerworld |  Oct 22, 2014 6:43 AM PT

When the FDA released recommendations to manufacturers to strengthen the cybersecurity

of medical devices earlier this month, the agency quoted Dr. Suzanne Schwartz as saying,

“There is no such thing as a threat-proof medical device.” Now, coinciding with the

“Collaborative Approaches for Medical Device and Healthcare Cybersecurity” public

workshop, Reuters revealed that DHS is investigating 24 cases of suspected cybersecurity

flaws in medical devices and hospital equipment. “The two dozen cases currently under

investigation cover a wide range of equipment, including medical imaging equipment and

hospital networking systems.”

Although not all the companies were named, DHS Industrial Control Systems Cyber

Emergency Response Team (ICS-CERT) is reviewing “an infusion pump from Hospira Inc. and

implantable heart devices from Medtronic Inc. and St Jude Medical Inc.” Don’t freak out,

though, as confidential sources added:

These people said they do not know of any instances of hackers attacking patients

through these devices, so the cyber threat should not be overstated. Still, the agency

is concerned that malicious actors may try to gain control of the devices remotely

and create problems, such as instructing an infusion pump to overdose a patient

with drugs, or forcing a heart implant to deliver a deadly jolt of electricity, the

sources said.

"These are the things that shows like Homeland are built from," an unnamed senior DHS

official told Reuters. "It isn't out of the realm of the possible to cause severe injury or death."

Cyber Security Must Improve
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this is  
why we must  
keep trying
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What will be the top three treatment innovations? 


