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GPS uses tri-lateration
• The GPS receiver in your phone or watch solves for
• latitude; longitude; altitude and time

• Four variables requires a minimum of four satellites

• It uses the fact that radio waves travel at nearly the speed of light to 
measure the delays (or ranges) to the satellites
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Gee map

The GEE Navigation System - a simple overview, The Radar Room,

 https://www.youtube.com/watch?v=ycE3U8sGpW0

http://www.apple.com/uk




GPS parameters
• L1 1.57542 GHz - civilian single channel
• L2 1.22760 GHz - military and dual-frequency (models 

ionosphere delays)

• Basic signal, the carrier, is a sine wave but it is modulated by 
the GPS  information.

• GPS satellites vary the phase of the carrier according to if the 
information is zero or one. 



GPS transmissions (simplified)

GPS - Compendium 

4.3.3.2 Detailed block diagram 

Satellite navigation  signals are generated using a process known as DSSS  (Direct Sequence Spread Spectrum) 
modulation

18

. This is a procedure in which a nominal or baseband (not to be confused with the baseband chip in 
the  receiver)  frequency  is  deliberately  spread  out  over  a wider  bandwidth  through  superimposing  a  higher 
frequency  signal.  The  principle  of  spread-spectrum modulation was  first  devised  in  the  1940s  in  the United 
States, by  screen actress Hedy Lamarr and pianist George Anthell19. This process allows  for  secure  radio  links 
even in difficult environments. 

GPS satellites are each equipped with four extremely stable atomic clocks (possessing a stability of greater than 
20·10

-12

)
20

. The nominal or baseband frequency of 10.23MHz is produced from the resonant frequency of one of 
these onboard clocks. In turn, the carrier frequency, data pulse frequency and C/A (coarse/acquisition) code are 
all  derived  from  this  frequency  (Figure  43).  Since  all  the GPS  satellites  transmit  on  1575.42 MHz,  a  process 
known as a CDMA (Code Division Multiple Access) Multiplex

 21 is used.  

The C/A code plays an important role in the multiplexing and modulation. It is a constantly repeated sequence of 
1023 bits known as a pseudo random noise  (PRN) code. This code  is unique to each satellite and serves as  its 
identifying signature. The C/A code is generated using a feedback shift register22. The generator has a frequency 
of 1.023 MHz and a period of 1023 chips23

, which corresponds to 1ms. The C/A code  is a Gold Code24

, which 
has advantageous correlation properties. This has important implications later on in the navigation process in the 
calculation of position. 
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Figure 43: Detailed block diagram of a GPS satellite 

                                                      
18 Lemme H.: Schnelles Spread-Spectrum-Modem auf einem Chip, Elektronik 1996, H. 15 p. 38 to p. 45 
19 http://www.maxim-ic.com/appnotes.cfm/appnote_number/1890 
20 Parkinson B., Spilker J.: Global Positioning System, Volume 1, AIAA-Inc. 
21 A form of multiplexing that divides up a radio channel by using different pseudo-random code sequences for each user. CDMA is a form of 
"spread-spectrum" signalling, since the modulated code signal has a much higher bandwidth than the data being communicated. 
22 A shift register whose input bit is a linear function of its previous state. 
23  transition time for individual bits in the pseudo-random sequence.  The
24 A Gold code isrepresents a binary sequence which is generated from two m-sequences of same length n. A set of Gold codes can be 
generated by variation of the phase shift of these two m-sequences. It is characteristic for Gold codes that the cross correlation function of 
these codes assumes just three distinct values.  
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Figure 43 from GPS- Essentials of Satellite Navigation Compendium, report GPS-X-02007-D, U-Blox, , https://www.u-blox.com/en/ubx-viewer/view/GPS-
Compendium_Book_(GPS-X-02007)?url=https%3A%2F%2Fwww.u-blox.com%2Fsites%2Fdefault%2Ffiles%2Fproducts%2Fdocuments%2FGPS-
Compendium_Book_%2528GPS-X-02007%2529.pdf
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GPS reception (simplified)

Figure 140 from GPS- Essentials of Satellite Navigation Compendium, report GPS-X-02007-D, U-Blox, , https://www.u-blox.com/en/ubx-viewer/view/GPS-
Compendium_Book_(GPS-X-02007)?url=https%3A%2F%2Fwww.u-blox.com%2Fsites%2Fdefault%2Ffiles%2Fproducts%2Fdocuments%2FGPS-
Compendium_Book_%2528GPS-X-02007%2529.pdf

GPS - Compendium 

9 GNSS RECEIVERS 

 

 

If you would like to . . .  

o know how a GNSS receiver is constructed 

o understand why several stages are necessary to reconstruct GNSS signals 

o know how an RF stage functions 

o know how the signal processor functions 

o understand how both stages interact 

o know how a receiver module functions 

then this chapter is for you! 

 

9.1 Basics of GNSS handheld receivers 

A GNSS receiver can be divided into the following main stages (Figure 140). 

Antenna
1575.42MHz

LNA Mixer AGC

IF filter

ADC

Local
Oscillator

Timing
Reference
Oscillator

 RF Stage 

Crysta l

Correlator
        1

Spread
signal

processor
(SSP)

C/A-Code
generator

2

3

.

.

n

DGPS
(RTCM)

 Controller 

Power Supply 

Data

Control

Micro
controller

1 2 3 4
5 6 7 8
9 0 . +
- * # =Keyboard

Lat.:    12°14'15''

Long.: 07°32'28''

Altitude: 655,00m

Display

Synchronisation

AGC
  Control

LNA1

RF filter

Digita l                   IF

Signal Processor

Time  base
(RTC)

Crysta l

Mem ory
(RAM /ROM)

Interface
Control

 
Figure 140: Simplified block diagram of a GNSS receiver 
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GPS Manpack from National Museum of American History https://americanhistory.si.edu/collections/search/object/nmah_1187729

GPS systems past and present

https://americanhistory.si.edu/collections/search/object/nmah_1187729


GPS unsimplified
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Region of origin Number of 
satellites (2021)

Year of first full 
operation

Coverage

GPS USA 27 1993 World wide

GLONASS Russia 23 1995 World wide

Galileo EU 22 2016 World wide

Beidou China 35 (5 geostationary) 2014 Regional - asia only

IRNSS(Navic) India 8 (3 geostationary) 2018 Regional - S Asia

QZSS (Michibiki) Japan 4 (1 geostationary 
and 3 elliptical)

2018 Region - Japan ad N 
Australia



Satellite Based Augmentation Systems

SBAS Service Areas by Persimplex https://commons.wikimedia.org/w/index.php?curid=18957671

https://commons.wikimedia.org/w/index.php?curid=18957671


GNSS failure modes
• Jamming
• Spoofing
• Space weather - Carrington Event 1859
• Space warfare



Jamming
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Fig. 5: Top: Doppler time history corresponding to the false
PRN 10 signal from the day 144 capture. Bottom: Post-fit
residuals of the Doppler time history assuming the estimated
transmitter location and clock rate offset. The standard devia-
tion of the post-fit residuals is 2.3 Hz.

Fig. 6: Estimated transmitter location overlaid on formal-
error 95% and 99% horizontal error ellipses. The location is
coincident with an airbase on the coast of Syria. The semi-
major axis of the 95% ellipse is 220 meters.

assessment of the transmitter clock stability.
Fig. 5 shows time histories of Doppler and post-fit residuals

for false PRN 10 collected on day 144. The standard deviation
of the post-fit residuals is 2.3 Hz, indicating that the mea-
surement model in (1), and the assumption of a constant �ṫT
over each capture, are reasonably accurate. Fig. 6 shows the
estimated position of the interference source. The horizontal
error ellipses, which indicate a solution better than 220 meters
(95%), are formal error ellipses assuming (1) constant �ṫT

over each capture, (2) a standard deviation of 5 m for the

transmitter altitude constraint, and (3) a standard deviation
between 2.3 and 2.5 Hz (depending on the empirical post-fit
residuals for each capture) for the measurement error w from
(1). Assuming an OCXO-quality clock in the transmitter, the
error caused by modeling a constant �ṫT is small compared
to these formal error ellipses. While the true location is not
known, the geolocation solution based on the model plausibly
coincides with a Russian-operated air base in Syria.

E. Transmitter Power

In the presence of interference, C/N0 actually measures the
carrier-to-interference-and-noise ratio, CINR. By analyzing the
authentic signal CINR values in the captured data one can
infer the transmitted power in the direction toward ISS of the
emitter located in Syria. The data presented here are for the
day 74 capture. The average decrease in CINR observed at
the ISS when 1340 km from the source was approximately
6 dB. One may assume the interference acts as multi-access
interference, whose spectral density is I0 = (2/3)PITC [21],
where PI is the received interference power and TC = 1023�1

ms is the GPS L1 C/A spreading code chip interval. Then,
assuming N0 = �204 dBW/Hz, a drop in CINR by 6 dB
implies PI = �137 dBW. Let PS = PI�Gr +L, and assume
path loss L = 159 dB, consistent with a stand-off distance of
1340 km, and receiver antenna gain Gr = 3 dB. It follows
that the transmitter power of the interference source in the
direction toward the ISS during the day 74 capture is PS = 19
dBW, or 79 W. If the transmitter is focused on ground based
targets, then it is possible that the gain pattern is toroidal. The
elevation angle of the ISS as seen from the transmitter is low
during this period (varying between 8 and 13.5 degrees) and
may have been near the maximum of a toroidal gain pattern.

IV. GLOBAL INTERFERENCE SURVEY VIA
RECEIVER-REPORTED CINR

The raw IF data captures from the ISS FOTON receiver
enable detailed monitoring of GNSS interference signals and
their structure, but such captures are infrequent and limited to
short 1-minute intervals. By contrast, the 1-Hz standard GNSS
observables and 100-Hz data-wiped complex correlation prod-
ucts have been logged nearly continuously since early 2017.
These data facilitate a world-wide survey of strong GNSS
interference.

A. Calculation of Receiver-Reported CINR

Receiver-reported CINR is calculated as

CINR =
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with subscripts k and k�1 indicating the current and previous
accumulation interval. The gain parameter K = Ta

⌧ with
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Murrian, Matthew J., Lakshay Narula, Peter A. Iannucci, Scott 
Budzien, Brady W. O'Hanlon, Mark L. Psiaki, and Todd E. 
Humphreys, "First results from three years of GNSS 
Interference Monitoring from Low Earth Orbit," under review 
with NAVIGATION: Journal of the Institute of Navigation.

https://rnl.ae.utexas.edu/images/stories/files/papers/
leo_int_mon.pdf

https://rnl.ae.utexas.edu/images/stories/files/papers/leo_int_mon.pdf
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https://rnl.ae.utexas.edu/images/stories/files/papers/leo_int_mon.pdf
https://rnl.ae.utexas.edu/images/stories/files/papers/leo_int_mon.pdf
https://rnl.ae.utexas.edu/images/stories/files/papers/leo_int_mon.pdf


Spoofing

Above Us Only Stars

The Zvezda Shipyard Visit

The Zvezda Shipyard is located near the remote Russian Far East town of Bolshoy 
Kamen, 30km away from the port city of Vladivostok. For the past two years in early 
September, vessel GNSS receivers stationed at the shipyard have reported false location 
information at the Vladivostok International Airport. As in Crimea, these disruptions 
coincide directly with visits made by the Russian President to the shipyard, in this case 
for the Eastern Economic Forum hosted in Vladivostok in 2017 and 2018.

September 8, 2017

On his last day in Vladivostok for the 2017 Eastern 
Economic Forum, President Putin visited Bolshoy 
Kamen to inspect the newly constructed Zvezda 
Shipyard. The official Kremlin website reported the 
visit and the Russian President’s speech at 1:30pm 
local time.78 At approximately 1:24pm local time, the 
only vessel moored at the shipyard reported spoofed 
positioning information at the Vladivostok International 
Airport. This is the first and only detected instance of 
GNSS spoofing near Bolshoy Kamen in 2017.

September 11, 2018

Approximately one year after the first 
spoofing event detected at Zvezda 
Shipyard, Putin returned to the facility 
to oversee the implementation of 
the shipyard’s production projects.79 
Once again, at least one vessel-based 
GNSS receiver located at the shipyard 
reported false positioning information 
at the Vladivostok Airport at the time 
of the president’s afternoon visit.

The temporary and isolated nature of 
the GNSS spoofing detected near the 
Kerch Bridge and Zvezda Shipyard 
strongly suggests that the equipment 
used to create these disruptions could 
be based on a mobile platform, and 
that it is capable of creating localized 
zones of spoofing.

28

Putin's Speach at Zvezda Shipyard

“Above us only the stars: exposing GPS spoofing in Russian and Syria, Center for Advanced Defense Studies Report 2019, https://www.c4reports.org/aboveusonlystars 

https://www.c4reports.org/aboveusonlystars


What if GNSS were to fail?
• Societal benefits estimated at £4 to 

£5 per £1 of public investment
• 5 day disruption to GNSS estimated 

at £5.2 Bn in UK
• Largest impact in emergency and 

justice services; road transport and 
maritime

“Economic impact to the UK of a disruption to GNSS, London Economics Report, 2017,  

1

Satellite-derived Time and Position

POLICE

POLICE

Satellite-derived 
Time and Position: 
A Study of Critical 
Dependencies

Blackett Review commissioned in 2018



The future of GNSS
• Fascinating geopolitics
• which permanent member of the UN security council and/or G8 

has no sovereign GNSS capability?
• Outdoor precision in good conditions now excellent
• Jamming countermeasures are primitive and receivers do not 

degrade gracefully
• From a wartime necessity to a global industry…
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Thanks and kudos to the Worshipful Company of Information 
Technologists who sponsor these lectures.


