Encryption: What's the Problem?
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“If he had anything
confidential to say, he
wrote it in cipher, that is,
by so changing the order
of the letters of the
alphabet, that not a word

could be made out.”
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“If you have
nothing to hide...

...you have
nothing to fear.”






No one shall be subjected to arbitrary
interference with his privacy, family,
home or correspondence, nor to attacks
upon his honour and reputation. Everyone
has the right to the protection of the law
against such interference or attacks.

Universal Declaration of Human Rights, Article 12



1. Everyone has theright to respect for his
private and family life, hishome and his

correspondence.

European Convention on Human Rights, Article 8



2. There shall be no interference by a public
authority with the exercise of this right except
such as is Iin accordance with the law and is
necessary in a democratic society in the.interests

of national security,...

European Convention on Human Rights, Article 8



...public safety or the economic wellbeing of the
country, for the prevention of disorder or crime,
for the protection of health.ormorals, or for the

protection of the rights and freedoms of others.

European Convention on Human Rights, Article 8
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Fig. 1b: End-to-end encryption
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Fig. 1c: End-to-end encryption (no service provider)
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237,414

Total requests

412,285

Users/accounts requested

https://transparency.fb.com/data/

76.10%

Of requests where some data
produced
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CyberTipline 2021:
Reports of online
sexual exploitation
are on the rise.
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"We all want people to have the ability to
communicate privately and safely, without
harm or abuse from hackers, criminals or

repressive regimes.”

https://about.fb.com/wp-content/uploads/2019/12/Facebook-Response-to-Barr-Patel-Dutton-Wolf-.pdf



"Cybersecurity experts have repeatedly
proven that when you weaken any part of
an encrypted system, you weaken it for
everyone, everywhere. The ‘backdoor’
access you are demanding for Ilaw

enforcement would be a gift...

https://about.fb.com/wp-content/uploads/2019/12/Facebook-Response-to-Barr-Patel-Dutton-Wolf-.pdf



to criminals, hackers and repressive
regimes, creating a way for them to enter
our systems and leaving every person on

our platforms more vulnerable to real-life

harm.”

https://about.fb.com/wp-content/uploads/2019/12/Facebook-Response-to-Barr-Patel-Dutton-Wolf-.pdf
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BOOKED! Facebook plot to encrypt ALL
chats ‘will help child abusers to hide’,

@ @
former police chief warns
Sean Keach, Digital Technology and Science Editor
Published: 10:48, 27 May 2020 | Updated: 10:48, 27 May 2020

FACEBOOK risks helping child abusers to hide their sick online activities,
a former police chief has warned.

The alarm has been raised over Facebook's plans to encrypt more of our
private chats - shutting out hackers, but also the police.




-
Do you think Facebook should encrypt all

chats?




Should Facebook encrypt all of your chats? Should the government have access to your
online chats?

% Definitely X Yes, they should
Y No, absolutely not ¥ No, absolutely not
% I'm not sure Y Hmm... I'm not sure

News UK
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Who will guarad
the guards
themselves?
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